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This Agreement will be executed in counterparts – it will be signed separately by each participating organisation and returned to Arden and GEM CSU via the relevant CCG.  Each counterpart shall be deemed to be an original document and all of the counterparts taken together shall constitute one single agreement between the participating organisations.  A full list of participating organisations will be maintained by the Arden and GEM CSU.
[bookmark: _Toc410214427][bookmark: _Toc410214455][bookmark: _Toc410214428][bookmark: _Toc410214456][bookmark: _Toc410214429][bookmark: _Toc410214457][bookmark: _Toc410214430][bookmark: _Toc410214458][bookmark: _Appendix_F-_Process_for_Review_of_a][bookmark: _Toc410214431][bookmark: _Toc410214459][bookmark: _Toc410214432][bookmark: _Toc410214460]

Introduction

1.1 The overall purpose of risk stratification is to improve the quality of care and clinical outcomes for patients.  Whilst risk stratification supports case finding of high risk patients it can also be used to support commissioning through the use of aggregated data.	  

1.2 Risk stratification can help determine which people in a population are at high risk of experiencing outcomes such as unplanned hospital admissions that are simultaneously undesirable for patients; costly to the health service; and potential markers of low-quality care.
   
1.3 Risk Stratification for Case Finding:  Risk stratification tools can assist clinicians in identifying which patients should be offered targeted preventative support (this is known as “risk stratification for case finding”).	 

1.4 Once the population has been stratified using a predictive modelling tool, high-risk individuals can then be re-identified by GP Practice staff who have a direct care relationship with the patient (as determined by the GP Practice), so that their GP can offer them additional preventative services. 

1.5 Risk Stratification for Commissioning:  Risk stratification tools can also be used for analysing the health and the variations in health outcomes within the population to help understand local population characteristics.  The aggregated information produced provides information about disease and risk prevalence and distributions across wider populations.  It can be used to partly inform such activities as planning, service redesign, quality assessment, resource allocation and commissioning wider preventative services, for example. This is known as “risk stratification for commissioning”.  Risk stratification for commissioning could include services commissioned by:

1. the respective Clinical Commissioning Group (CCG) individually or collaboratively, for example, for “Better Care Together” planning
2. the respective Public Health Department
3. General Practices that commission services.  

1.6 It is important to note that risk stratification for commissioning purposes involves only the use of pseudonymised or aggregated data, i.e. NO personal confidential level data (PCD)[footnoteRef:1] is seen by commissioners.  All data will be processed in a secure and confidential manner and in strict accordance with legal obligations and NHS guidelines.	
 [1: 	Personal Confidential Data (PCD) - As per Caldicott 2, ‘Personal’ includes the Data Protection Act definition of personal data, plus data relating to the deceased.   ‘Confidential’ includes both information ‘given in confidence’ and ‘that which is owed a duty of confidence’ and is adapted to include ‘sensitive’ as defined in the Data Protection Act.] 

1.7 All signatories of this Agreement will ensure that re-identification is solely for the purpose of direct care and is available only to those with a direct care relationship with the patient.
  
1.8 Commissioners will only receive aggregated or pseudonymised reports which will be produced in strict accordance with the Information Standards Board for Health and Social Care publication – “Anonymisation Standard for Publishing Health and Social Care Data Specification”[footnoteRef:2].   Where necessary small number suppression will be applied to avoid any unintentional possibility of re-identification.   [2:  	The ISB standard - Anonymisation Standard for Publishing Health and Social Care Data Specification (Process Standard) is available to view on http://www.isb.nhs.uk/documents/isb-1523/amd-20-2010/1523202010spec.pdf   ] 


1.9 To facilitate this risk stratification implementation Arden and Greater East Midlands Commissioning Support Unit (Arden and GEM CSU) will provide a number of support services within the approved legal framework to process data in their Accredited Safe Haven (ASH).  An ASH is an NHS accredited organisation which is contractually and legally bound to process data in a secure and confidential manner.  Technical and operational security measures are in place to ensure that there is robust segregation of data and strict access control within the ASH. 

1.10 This implementation will enable both risk stratification for case finding and risk stratification for commissioning. 

1.11 For the purposes of this Agreement the words “data” and “information” are synonymous.	  


Purpose of this Agreement

1.1 This Agreement outlines the framework that enables lawful processing of GP Practice data and commissioning data sets from the Secondary Users Service (SUS) for:
(a) risk stratification for case finding, and 
(b) risk stratification for commissioning purposes.

1.2 The Agreement outlines the procedures and controls necessary to comply with NHS guidance on risk stratification, the Data Protection Act 1998, the common law duty of confidence and other applicable legislation.

1.3 This Agreement describes how information will be processed securely and confidentially and documents the responsibilities of all parties involved.  It will provide reassurance that only pseudonymised and aggregated data is used for commissioning purposes.	

1.4 This implementation will ensure compliance with the NHS England guidance, “Information Governance and Risk Stratification: Advice and Options for CCGs and GPs”, (July 2013) – see Appendix A.

1.5 An organisation will only be included in this risk stratification for case finding and commissioning activity when they have signed this Agreement.  In addition to this Agreement, the relevant CCG must sign the NHS England Risk Stratification Assurance Statement and submit it to NHS England for approval (see Appendix B).

1.6 This Agreement relates to the extraction, analysis and secure storage of data for risk stratification for case finding and commissioning purposes only.  The use of risk stratification PCD for any other purpose is not permitted under this Agreement and would require a separate Agreement to be signed again by the GP Practice.

1.7 Adjusted Clinical Groups (ACGs; the tools used for risk stratification) is widely used nationally and internationally to support clinical research.  A number of local academics have expressed an interest in using some of the Leicester, Leicestershire and Rutland non-PCD outputs of the ACG system to support their work.  Such clinical research is outside the scope of this Agreement.  In the event that clinical research using the ACG system outputs is to be pursued, a separate Agreement outlining the legal gateway will be offered.


Lawful Basis for Data Processing 

1.8 The second Caldicott review of information governance (Caldicott 2), published in April 2013, reaffirmed that risk stratification is not a form of direct care and that organisations need to identify a legal basis to process confidential patient information for this purpose.	

1.9 The legal basis for this risk stratification processing for case finding and for commissioning purposes, was established by NHS England through specific approval under Section 251 of the NHS Act 2006 – CAG7-04(a)/2013.  This approval allows disclosure of commissioning data sets (SUS) from the Health and Social Care Information Centre (HSCIC) and the disclosure of data from GP systems to data processors working under the instruction of GPs as data controllers, to enable the preliminary processing and linkage of the data for risk stratification.  This approval does not currently cover additional linking of identifiable social care data for risk stratification.

1.10 The Section 251 approval is a temporary measure.  When new regulations are approved this Agreement will be reviewed and updated as appropriate.


Fair Processing Notices (Privacy Notices) 

1.11 GP Practices (as Data Controllers) are already required to inform patients about how their information will be used, who it will be shared with, the purpose of sharing and about the provision for opting-out.  GP Practices are required to ensure that their Fair Processing Notices (sometimes referred to as privacy notices) are updated to cover risk stratification data processing and must take reasonable steps to ensure that all patients have access to this.	

1.12 Patients should also be informed that this is a local risk stratification implementation and is different from national initiatives, such as “care.data”.	

1.13 Commissioners (CCGs and Public Health) must also ensure that their Fair Processing Notices reflect their use of non-PCD risk stratification data outputs.	


Patient Objections – Opt-out

1.14 GP Practices are required to have a process in place to enable patient requests for exclusion (opting-out) from risk stratification data processing to be respected.  .	

1.15 A specific opt-out code (see 5.3. below) has been created for risk stratification.  As recommended by NHS England, the “care.data” opt-out code should not be used to record dissent from this local risk stratification programme.

1.16 Where a patient objects to their data being processed for local risk stratification activities (opting-out), the GP Practice should add the appropriate code to the patient record, as follows:

· TPP SystmOne (CTV3) opt out code – XaJDp (multi-professional risk assessment declined).
· EMIS (Read2) opt out code – 9Oh5 (multi-professional risk assessment declined).


Risk Stratification Data Flow

1.17 Risk stratification will involve the extraction of patient identifiable data (as listed in Appendix C) from each participating GP Practice via Secure File Transfer Protocol (SFTP) by their system suppliers, and submission to a safe haven within the Arden and GEM CSU.  The system 


suppliers will not extract any data relating to a record which bears an opt-out code indicating that the patient does not wish to be included in risk stratification, namely:

· TPP SystmOne (CTV3) opt out code – XaJDp (multi-professional risk assessment declined).
· EMIS (Read2) opt out code – 9Oh5 (multi-professional risk assessment declined).

1.18 The data will be pseudonymised[footnoteRef:3] upon receipt in the Arden and GEM CSU (known as pseudonymisation on landing). This will be done in a secure automated environment, separate from other data processing activities.   [3:  	Pseudonymised data - data with no identifiers except unique pseudonyms that do not reveal patients’ ‘real world’ identities.  ] 


1.19 Automated validation checks will be run by Arden and GEM CSU to ensure that there is no data relating to records which bear an opt-out code indicating that a patient has opted-out of risk stratification processing.  

1.20 GP Practice data which is coded to indicate that it contains legally protected or highly sensitive data (see paragraph 7.1.5) will be excluded from risk stratification analysis in an automated routine.  Arden and GEM CSU will run automated validation checks to ensure that all such data is excluded. 

1.21 The data fields that are required for risk stratification analysis will be extracted in an automated routine.  Any data not required for risk stratification analysis or for re-identification by a GP Practice will be securely deleted in an automated routine.  

1.22 The remaining pseudonymised GP Practice data will then be linked with pseudonymised SUS data and securely transmitted to the risk stratification tool in an automated routine.	

1.23 The risk stratification tool currently used is the Johns Hopkins Adjusted Clinical Groups (ACG) system. Reports on the stratified data will be available to approved users through the Arden and GEM CSU’s secure portal reporting system, in either aggregated or pseudonymised format, depending upon the user’s approved level of access.  Access will be strictly controlled to ensure that only authorised users of the originating GP Practice will be able to re-identify appropriate patients when it is necessary to do so for direct patient care purposes.

1.24 Pseudonymised or aggregated reports (non-PCD) will be available to the respective commissioner (CCGs, Public Health Departments or commissioning GP Practices). 
 
1.25 The GP Practice remains the Data Controller of their data at all times. Arden and GEM CSU are acting as data processors on behalf of the GP Practice and are only able to undertake any activity with the express permission of the GP Practice.  (See Appendix D for further explanation about Data Controllers and Data Processors and their responsibilities).

1.26 The GP Practice will become Data Controller in Common with the HSCIC for any SUS data made available to the Practice through the risk stratification process.


Information 

1.27 What information is necessary to process?

7.1.1	The GP clinical system suppliers will provide data extracts on a monthly basis for all patients registered in the GP Practice, with the exception of records which contain an opt-out code indicating that the patient has opted-out of inclusion in risk stratification (also referred to as multi-professional risk assessment declined).[footnoteRef:4]   [4: 	A separate Agreement is in place between the System Suppliers and the Arden and GEM CSU for the supply of the data extracts.] 


7.1.2	The extraction from the GP systems (by their system suppliers) provides a full patient identifiable data set as defined in the extract specification in Appendix C of this Agreement.  

7.1.3	Arden and GEM CSU will pseudonymise the GP data upon receipt.  Information to enable the GP Practices to re-identify the patient will be segregated and stored in a separate safe haven environment with strict access controls.

7.1.4	Arden and GEM CSU will extract the pseudonymised data items required for risk stratification analysis and securely delete the remainder.  	

7.1.5	The Arden and GEM CSU will ensure that the data to be processed for risk stratification analysis does not contain any highly sensitive or legally protected data and will run validation checks to ensure that no data relating to patients who have opted-out is included.

An indicative list of excluded codes is available in Appendix C.  (This list has been subject to clinical review by a Risk Stratification Project Steering Group.)

7.1.6	Only the minimum amount of pseudonymised data necessary will be processed through the risk stratification tool.	

7.1.7	The remaining pseudonymised GP Practice data will be linked with pseudonymised secondary care data using the standard Secondary Users Service (SUS) Data Services for Accident and Emergency (A&E), In-Patient (IP) and Out-Patient (OP).	


1.28 Who is responsible for data quality and accuracy?

7.2.1	Under the provisions of the Data Protection Act 1998, the GP Practice (as Data Controller) is responsible for ensuring the accuracy of the data extracted from their system. Responsibility for the accuracy of the commissioning data sets from SUS lies with the originating provider, subject to quality checks within the GEM Data Services for Commissioners Regional Office (DSCRO).

7.2.2	The GP Practice is also responsible for ensuring that the correct opt-out code is applied to their record where a patient has declined participation in risk stratification:

· TPP SystmOne (CTV3) opt out code – XaJDp (multi-professional risk assessment declined).
· EMIS (Read2) opt out code – 9Oh5 (multi-professional risk assessment declined).


1.29 How will a record be kept of what information has been shared?

Arden and GEM CSU will maintain an audit log of all data flows including an audit log of all user activity within the Arden and GEM secure portal reporting tool.



1.30 How is information going to be shared?

7.4.1	The data will be extracted on behalf of the GP practice by their system supplier (i.e. EMIS or TPP SystmOne) for the sole purposes of supporting risk stratification for case finding and risk stratification for commissioning.  The data will be transferred by secure file transfer protocol (SFTP) to the Arden and GEM CSU.

7.4.2	Reports will be made available through the Arden and GEM CSU secure portal reporting tool to authorised users in either aggregated or pseudonymised format, depending upon the user’s approved level of access.  

7.4.3	Pseudonymised or aggregated reports (non-PCD) will be available for Commissioners (CCGs for their Member Practices, for respective public health department users or for GPs acting in a commissioning role).  All reports will be in accordance with the Information Standards Board Anonymisation Standard (as per paragraph 1.8).  Where necessary, small number suppression will be applied to avoid any unintentional possibility of re-identification.  Any variation to this will require separate authorisation from the respective GP Practices.

7.4.4	Users approved by the GP Practice will be able to access pseudonymised reports (for their Practice only) showing the scores for patients in all Resource Utilisation Bands (RUBs).  Users with a direct care relationship with the patient (as approved by the GP Practice) will be able to re-identify the patient.  The re-identification is enabled via secure environment automated processing.

1.31 Who will have access to Personal Confidential Data (PCD) and what may they use it for?

7.5.1	Risk stratification is not a form of direct care (as reaffirmed by Caldicott 2).  However, the tools can be used for identifying individual patients who are at risk of adverse outcomes such as unplanned hospital admissions and who may benefit from additional preventative support, Therefore authorised GP Practice staff with a direct care relationship with patients will be able to re-identify patients from their Practice when required to do so for direct care purposes.  Only these staff will have access to PCD when they require it for direct care purposes.

7.5.2	Access to PCD will be strictly controlled and evidence of the GP Practice’s Caldicott Guardian or Senior Partner or Practice Manager approval will be required for each user who requires access to PCD.

7.5.3	GP Practices should only authorise staff to have access to PCD whom they have identified as having a direct care relationship with patients.  This may involve, for example, initial screening and then selection of a subsequent subset for multi-disciplinary team review or other clinical review as deemed necessary by the GP Practice.  At this point the data will be used for direct care and so it is reasonable to rely upon implied consent, provided the GP Practice has appropriate fair processing/privacy notices and that they have a process to handle requests from patients to opt-out of their data being processed for risk stratification.	

7.5.4	Patients will be informed before any referral is made to a new service.  Explicit consent[footnoteRef:5] will be obtained before any information is shared with a non-healthcare organisation.
 [5: 	Explicit consent is specific permission to disclose data in response to a direct question to the patient.  The answer must be clear and unequivocal.  The patient must be fully informed about what will be shared, who with and the purpose of sharing.  Permission must be voluntary and the person consenting must have the capacity to make the decision.  Explicit consent may be given in writing or verbally but details should be recorded in the patient record.] 

7.5.5	Commissioners will not have access to PCD; they will only have access to pseudonymised or aggregated reports as per paragraph 7.4.3.    

1.32 How long will the data be retained?

1.32.1 The raw data file extracted from the GP Practice will be retained in a secure segregated environment for a maximum period of 7 days (to enable validation checks and allow re-running in the event of any technical failure).

1.32.2 The pseudonymised data file will be retained in a secure segregated environment for a maximum period of 3 months (to enable validation checks in the event of system/technical changes or problems).

1.32.3 The risk analysis dataset (with a pseudonymised identifier) calculated every month is retained for a maximum period of three years in archive for long term patient trend analysis.

1.33 Access Control

7.7.1	Arden and GEM CSU will manage the process of access to risk stratification reports via their secure portal reporting system.  

7.7.2 All GP Practice applications for access to pseudonymised reports will require approval from the relevant GP Practice.  Applications for access to individual risk scores and identifiable data will require approval by the GP Practice’s Caldicott Guardian or Senior Partner or Practice Manager.

7.7.3 Applications for CCG commissioning staff to have access to pseudonymised or aggregated reports will require approval of the CCG Caldicott Guardian, Senior Information Risk Owner (SIRO) or Accountable Officer.	 
 
7.7.4 Applications for Public Health commissioning staff to have access to pseudonymised or pseudonymised or aggregated reports will require approval of the respective Director of Public Health or Deputy Director of Public Health.

1.34 Training

7.8.1 All staff must undergo risk stratification training before using risk stratification reports.    	
7.8.2 Arden and GEM CSU will provide training.  

 
Security Obligations 

8.1 Arden and GEM CSU will ensure that they have confidentiality and information security measures in place to comply with Principle 7 of the Data Protection Act 1998 and NHS requirements as contained within the Information Governance Toolkit.  This entails organisational and technical security measures to protect against unauthorised or unlawful access to, or processing of, risk stratification data and against accidental loss or destruction of, or damage to, risk stratification data.  Strict controls and procedures will be adhered to at all times to ensure that the terms and conditions of this Agreement applicable to Arden and GEM CSU (the data processor) are complied with. 

8.2 Arden and GEM CSU will have a full set of information governance policies in place that meet the requirements of the NHS Information Governance Toolkit, to a minimum of level 2.

8.3 Further details of security measures are available in Appendix E of this Agreement. 


Further Use of Information

9.1	The use of PCD by any party is not permitted for any purpose other than the risk stratification for case finding outlined in this Agreement.

9.2	Re-identified output from risk stratification analysis will not be used for any purpose other than direct patient care within the GP Practice.	

9.3	Even though commissioners do not have access to PCD, pseudonymised or aggregated data with small number suppression may still have sensitivities.  Therefore, due consideration must be exercised by all participating organisations before they reuse or further disclose risk stratification for commissioning outputs.  Any reuse or disclosure must be in accordance with legal obligations.

9.4	There will be no attempt by any party to re-identify any data (other than within a GP Practice when an authorised user with a legitimate direct care relationship with the patient requires re-identification for the primary care of a patient).	    

9.5	Arden and GEM CSU shall not disclose any PCD supplied as part of this Agreement to any third party, or process it for any purpose outside of this Agreement without separate specific approval from the GP Practices (Data Controllers).	

9.6	The Arden and GEM CSU will only share pseudonymised or aggregated risk stratification output with organisations that are signatories of this Agreement.	


Breach of confidentiality or any other Information Governance Breach

1.35 In the event of any suspected breach of confidentiality, or any other information governance breach, the organisation identifying a breach or potential breach, will immediately instigate an investigation following their existing Incident Reporting Policy and procedures.	

1.36 Such investigation should be consistent with the current national requirements for incident reporting.  At the time of writing this Agreement the current requirements are contained in the HSCIC document “Checklist Guidance for Reporting, Managing and Investigating Information Governance Serious Incidents Requiring Investigation”.	

1.37 The identifying organisation will notify other affected organisations as appropriate. In particular the relevant GP Practice (as Data Controller) and the relevant CCG must be informed.	 

1.38 The identifying organisation will also inform the Arden and GEM CSU Information Governance Team (informationgovernance@gemcsu.nhs.uk).  Where necessary, Arden and GEM CSU will conduct an investigation in accordance with their Incident Reporting policy and procedures and the national requirements, as per 10.2 above.  The Arden and GEM CSU will also ensure that the GP Practice and the CCG are informed of any such breach and be kept up to date on the progress and outcomes of the investigation and action taken to prevent further breaches.  Where necessary, the HSCIC will also be informed. 


Oversight of Risk Stratification Programme on behalf of GP Practices

[bookmark: _Toc316482195][bookmark: _Toc316486623]11.1	The Risk Stratification programme will be governed by the LLR IM&T Project Board which will maintain strategic oversight of the delivery of the programme.  They will co-ordinate and represent the interests of all the Data Controllers (GP Practices) and approve any changes to the programme, for example the inclusion of any newly developed diagnostic codes, or changes to the excluded sensitive diagnostic codes.	

The GP representatives of this Board, in consultation the Arden and GEM CSU Information Governance Team, will advise if any proposed changes to the programme require full scale consultation with GP Practices, as Data Controllers, and the issue and signature of a revised Agreement.	

11.2	In the event that governance of the risk stratification programme switches from the LLR IM&T Project Board to another forum, all GP Practices will be notified, but this will not necessitate re-signing of a new version of this Agreement.


Review of this Agreement

12.1	This Agreement will be reviewed on an annual basis.  A working group will be established by the LLR IM&T Project Board to undertake this review.  	

12.2	The Agreement will be reviewed earlier in the event of a change in legislation or national guidance.


Patient or Public Requests for Access to Information

13.1	Any request for information under the provisions of the Data Protection Act 1998 will be submitted to the relevant GP Practice for it to process. 

13.2	Any request under the Freedom of Information Act 2000 will be submitted to the relevant commissioner or GP Practice.


Previously Signed Risk Stratification Agreements

14.1	Previously signed Agreements for Risk Stratification for Case Finding will remain in force until a new Agreement is signed, or is formally terminated in accordance with the termination clauses of that Agreement.

14.2	Previously signed Agreements for risk stratification for case finding will be replaced by a signed version of this Agreement (as this Agreement covers risk stratification for case finding and risk stratification for commissioning) and the former Agreement will become redundant.


Closure/Termination of Agreement

15.1	This Agreement shall continue in full force and effect for so long as the Data Processors are processing personal data on behalf of the GP Practice for risk stratification, or until it is replaced by a newer version.  In the event that there is a change in legislation or guidance, the Agreement will be updated accordingly and reissued.

15.2	Any participating organisation can suspend this Agreement for 45 days if security has been seriously breached.  Such request should be in writing to the Arden and GEM CSU – gem.dmic@nhs.net	

15.3	Any participating organisation can terminate this Agreement.  At least 30 days’ notice of termination should be given in writing to Arden and GEM CSU - gem.dmic@nhs.net.

15.4	Within 30 days following termination of this Agreement, the Data Processor shall, at the direction of the Data Controller, (a) comply with any other agreement made between the parties concerning the return or destruction of data or, (b) return all personal data passed to the Processor by the Controller for processing or, (c) on receipt of written instructions from the Data Controller, destroy all such data unless prohibited from doing so by an applicable law.




Signatories 

AS WITNESS this Agreement has been signed off on behalf of each of the parties by its duly authorised representative:

16.1	GP PRACTICE Caldicott Guardian or Senior Partner to sign here

On behalf of my GP Practice, the Data Controller, I agree to the processing of patient data for risk stratification for case finding and risk stratification for commissioning in accordance with the terms and conditions outlined in this Agreement. 

	Signature:
(Caldicott Guardian or Senior Partner)
	



	Printed Name:
	


	Job Title:

	



	GP Practice name and address:
	






	GP Practice stamp:
	

	Date:
	




	Practice Code:
	


	Practice email:
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	Clinical System:
(Please tick)
	
	TPP SystmOne
	
	
	EMIS
	
	






16.2	SIRO or Caldicott Guardian for NHS Arden and GEM CSU to sign here

On behalf of the Arden and GEM CSU, a Data Processor, I agree to the processing of patient data for risk stratification for case finding and risk stratification for commissioning in accordance with the terms and conditions outlined in this Agreement. 

	Signature:
(SIRO or Caldicott Guardian)
	



	Printed Name:
	


	Job Title:

	



	Organisation name and address:
	






	Date:
	





16.3	Accountable Officer, SIRO or Caldicott Guardian of the NHS East Leicestershire and Rutland CCG to sign here 

This CCG is fully supportive of the use of risk stratification for case finding and for commissioning purposes.  On behalf of the CCG, I agree to the terms and conditions outlined in this Agreement. 

	Signature:
Accountable Officer, SIRO or Caldicott Guardian)
	



	Printed Name:
	


	Job Title:

	



	CCG name and address:
	






	Date:
	






16.4	Accountable Officer, SIRO or Caldicott Guardian of the NHS Leicester City CCG to sign here 

This CCG is fully supportive of the use of risk stratification for case finding and for commissioning purposes.  On behalf of the CCG, I agree to the terms and conditions outlined in this Agreement. 

	Signature:
Accountable Officer, SIRO or Caldicott Guardian)
	



	Printed Name:
	


	Job Title:

	



	CCG name and address:
	





	Date:
	





16.5	Accountable Officer, SIRO or Caldicott Guardian of the NHS West Leicestershire CCG to sign here

This CCG is fully supportive of the use of risk stratification for case finding and for commissioning purposes.  On behalf of the CCG, I agree to the terms and conditions outlined in this Agreement. 

	Signature:
Accountable Officer, SIRO or Caldicott Guardian)
	



	Printed Name:
	


	Job Title:

	



	CCG name and address:
	






	Date:
	






16.6	Director of Public Health or Deputy Director of the Leicester City Council to sign here

I agree to the participation in risk stratification for commissioning in accordance with the terms and conditions outlined in this Agreement. 

	Signature:
(Director or deputy director of Public Health)
	



	Printed Name:
	


	Job Title:

	



	Public Health organisation name and address:
	





	Date:
	





16.7	Director of Public Health or Caldicott Guardian of the Leicestershire County Council to sign here

I agree to the participation in risk stratification for commissioning in accordance with the terms and conditions outlined in this Agreement. 

	Signature:
(Director or deputy director of Public Health)
	



	Printed Name:
	


	Job Title:

	



	Public Health organisation name and address:
	





	Date:
	






16.8	Director of Public Health or Caldicott Guardian of the Rutland County Council to sign here

I agree to the participation in risk stratification for commissioning in accordance with the terms and conditions outlined in this Agreement. 

	Signature:
(Director or deputy director of Public Health)
	



	Printed Name:
	


	Job Title:

	



	Public Health organisation name and address:
	





	Date:
	







Appendix A:


Information Governance and Risk Stratification: Advice and Options for CCGs and GPs, Gateway publication 01128


This risk stratification guidance has been provided by NHS England to ensure legal processing of data for risk stratification purposes.  The Arden and GEM CSU implementation of risk stratification for case finding and for commissioning is in compliance with the requirements of this guidance.









If there is any difficulty in opening the embedded document, please contact:

Information Governance Team, Arden and GEM CSU

informationgovernance@ardengemcsu.nhs.uk








Appendix B:



Risk Stratification Assurance Statement
CAG 7-04(A)/2013 


In order to comply with the conditions of the NHS Action 2006 Section 251 approval, CCGs are required to complete the embedded Risk Assurance Statement and submit to NHS England for approval:





If there is any difficulty in opening the embedded document, please contact:

Information Governance Team, Arden and GEM CSU

informationgovernance@ardengemcsu.nhs.uk








[bookmark: _Toc410214447][bookmark: _Toc410214475][bookmark: _Toc410214448][bookmark: _Toc410214476][bookmark: _Toc410214449][bookmark: _Toc410214477][bookmark: _Toc410214450][bookmark: _Toc410214478][bookmark: _Toc410214451][bookmark: _Toc410214479]Appendix C:    -    Data Extraction Specification 
[bookmark: _Toc334525055]

19.1	Excluded Read Codes – Patient Opt Out
Data containing an opt-out code indicating patient dissent for processing of data for risk stratification/multi-professional risk assessment will be excluded from the GP system data extraction.  The Arden and GEM CSU will run a secondary check to ensure that such data is not processed for risk stratification:
	System
	Code

	TPP practices (CTV3)
	XaJDp (Multi-professional risk assessment declined)

	EMIS practices (Read2)
	9Oh5 (Multi-professional risk assessment declined)



19.2	Excluded Read Codes - Legally restricted and sensitive data
Where possible (and subject to how the extraction is undertaken), each patient’s record will be extracted with the exception of the Read codes which fall into the category of legally restricted or sensitive codes.  Arden and GEM CSU will run a further exclusion filter to ensure that no such codes are processed in the risk stratification tool.  The list below is only an indicator of the codes excluded.  The total list is approximately 3500 codes and is available upon request.
	Indicative Read code exclusion filter
 list

	HIV & Aids:

	13N5. or 43C% or 43WK. or 43d5. or 43h2. or 43W7. or 43W8. or 4J34. or 62b. or 65P8. or 65QA. or 65VE. Or 67I2. or 6827 or 8CAE. or A788% or A789% or AyuC4 or Eu024 or R109. or ZV018 or ZV019 or ZV01A or ZV19B or ZV6D4 or ZV737

	Sexually transmitted diseases:

	1415 or 43U% or A9% or A780. or A78A. or A78A3 or A78AW or A78AX or 65P7. or 65Q9. or 6832 or A7812 or L172% or ZV016 or ZV028 or ZV745 or EGTON34

	Termination of Pregnancy:

	1543% or 6776 or 7E066 or 7E070 or 7E071 or 7E084 or 7E085 or 7E086 or 8M6 or 956% or 9Ea% or 8H7W. or L05% or L06%

	IVF treatment:

	ZV26% or 8C8% or 7E0A% or 7E1F2

	Marital Status: 133%

	Complaints: 9U%

	Convictions and imprisonment:

	13H9. or 13HQ. or 13I71 or 6992 or T776. or ZV4J4 or ZV4J5 or ZV625

	Abuse (physical, psychological or sexual, by others):

	14X. or 1J3. or SN55. or SN571 or TL7. or TLx4. or ZV19C or ZV19D or ZV19E or ZV19F or ZV19G or ZV19H or ZV19J or ZV19K or ZV4F9 or ZV4G4 or ZV4G5 or ZV612




19.3	Data set extracted from GP Practices – for filtering and processing for risk stratification analysis:


	Patient Information
	

	
	

	Field Name
	Description

	Forenames
	Forename(s) including middle name(s) of patient

	Surname
	Surname of patient

	Date of Birth
	The day, month and year that the patient was born.

	Sex
	Gender of the patient

	Date of Death
	The day month and year that the patient died

	House Name Flat Number
	House name and flat number

	Number and Street
	Number and street

	Village
	Village

	Town
	Town

	County
	County

	Post Code
	Patients postcode district

	Ethnicity
	The ethnicity of the patient

	Ethnicity Code
	Read code for ethnicity

	Patient Type
	Regular, Emergency, etc.

	Patient Status
	Case load status

	Organisation
	Organisation patient registered to / Practice patient is registered at

	NHS Number
	Shows the patients NHS Number, (blank if patient does not have one)

	GUID
	Unique  identifier / internal system references

	Patient Number
	The unique ID for the patient for internal system use.

	RegistrationDate
	Date Registered with practice

	DeRegistrationDate
	Date Deregistered with practice

	
	




	Appointment
	

	

	Field Name
	Description

	Start Date Time
	Start date time for appointment

	End Date Time
	End date time for appointment

	Current Status
	Current status of appointment. Did not attend, cancelled, etc.

	Arrival Date Time
	Time patient arrived

	Seen Date Time
	Date time patient was seen

	Time Booked
	Regular, Emergency, etc.

	GUID
	Unique identifier

	User ID Role
	Clinician who holds the session

	Session Type
	Type for the session, Timed Appointment, Untimed Appointments, etc.

	Session Location
	Location for the session

	Patient Number
	The unique ID for the patient




	Referral
	

	
	

	Field Name
	Description

	Original Term
	Textual description of read code

	Referral Reason
	The textual reason for referral may also be a version 3 Read code.

	Status
	The status for this referral, values are: Active, Dormant, Rejected, Ended

	Effective Date
	The date of the referral

	Authorising User
	User authorised

	Service Type
	The source of the referral e.g. self referral, Day Care etc.

	Urgency
	Urgency of the referral, values are :

	
	Urgent Referral, Routine Referral, Referral Soon

	Read Code
	Read code for referral

	Consultation Id
	Id of consultation linked

	GUID
	Unique unit identifier

	Patient Number
	The unique ID for the patient

	Direction
	Inbound or Outbound

	Transport
	None Required, Required, Stretcher

	Ended Date
	End date of referral

	Source Organisation Name
	Referring Organisation

	Target Organisation Name
	Target Organisation

	Received Date
	Date referral received




	Interactions
	

	Event/code/problems/
consultations
	Diagnosis, consultations, problems, information points and notes

	

	Field Name
	Description

	Read Code
	Read code for event  

	Original Term
	Textual description of read code / describes diagnosis, interaction or event information point.

	Numeric Value
	The number value of this coded entry / e.g. diagnosis, Temperature reading etc

	Numeric Units
	Units of numeric value / e.g. temperature value

	Effective Date
	The date and time that the coded entry was recorded / e.g. date of diagnosis, problem or temperature reading etc

	Episodicity
	None, First, New, Review, Flare Up, Ended, Changed, Evolved

	Associated Text
	Additional text for event / notes

	Type of Staff
	Type of staff seeing patient

	Authorising User
	User authorised

	Organisation
	Organisation patient belongs to

	Consultation Id
	Id of consultation linked

	GUID
	Unique unit identifier

	Patient Number
	The unique ID for the patient

	Abnormal
	Abnormal

	Abnormal Reason
	Reason for abnormality

	Status
	Active, past, etc.

	Significance
	Major, Minor

	Last Review Date
	Problem last review date

	End Date
	Problem end date

	Location
	Location of consultation

	Duration
	Duration

	



	
	Medication
	

	

	Field Name
	Description

	Read Code
	Read Code for medication  

	Original Term
	Textual description of the read code

	Effective Date
	The date and time that the medication was recorded

	Authorising User
	Authorising user for diary entry

	GUID
	Unique unit identifier

	Patient Number
	The unique ID for the patient

	Dosage
	Dosage for medication

	Quantity
	Quantity for medication

	Quantity Units
	Units for the medication

	Prescription Type
	Acute, repeat, dispensed, automatic

	Drug status
	Active, cancelled, never active

	Expiry Date
	Date of expiry

	Review Date
	Date of medication review

	No of Authorised Issues
	Number of issues authorised

	Course Duration
	Course duration in days

	Most Recent Issue Method
	Most recent issue method

	Most Recent Issue Date
	Most recent issue date

	Number of Issues
	Number of issues

	Patient Text
	 

	Pharmacy Text
	 

	Prescribed as Contraceptive
	 

	Privately Prescribed
	 

	Consultation ID
	Id of consultation linked

	Prescription Type
	Acute, repeat, dispensed, automatic

	Estimated NHS Cost
	 

	Issue Method
	Issue method

	Script Pharmacy Stamp
	 

	Compliance
	 

	Average Compliance
	 

	Cancelled
	 

	




Appendix D

Guidance on Data Controller and Data Processor responsibilities


The Information Commissioner’s Office has provided guidance to help in understanding the difference between a data controller and a data processor, and their roles and responsibilities.

The document is entitled “Data controllers and data processors: what the difference is and what the governance implications are”, version 1, 20140506.

The full guidance document is available from the Information Commissioner’s Office website:  https://ico.org.uk/media/for-organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf 

The following is an extract from guidance to support this Agreement:



Overview

It is essential for organisations involved in the processing of personal data to be able to determine whether they are acting as a data controller or as a data processor in respect of the processing. This is particularly important in situations such as a data breach where it will be necessary to determine which organisation has data protection responsibility.

The data controller must exercise overall control over the purpose for which, and the manner in which, personal data are processed. However, in reality a data processor can itself exercise some control over the manner of processing – e.g. over the technical aspects of how a particular service is delivered.


Section 1 - What is the difference between a data controller and a data processor?

[bookmark: _bookmark3]What the Data Protection Act (DPA) 1998 says

1. The DPA draws a distinction between a ‘data controller’ and a ‘data processor’ in order to recognise that not all organisations involved in the processing of personal data have the same degree of responsibility. It is the data controller that must exercise control over the processing and carry data protection responsibility for it. This distinction is also a feature of Directive 94/46/EC, on which the UK’s DPA is based.

2. Section 1(1) says that:

“data controller” means a person who (either alone or jointly or in common with other persons) determines the purposes for which and the manner in which any personal data are, or are to be processed

“data processor”, in relation to personal data, means any person (other than an employee of the data controller) who processes the data on behalf of the data controller.

“processing”, in relation to information or data means obtaining, recording or holding the information or data or carrying out any operation or set of operations on the information or data, including—

a) organisation, adaptation or alteration of the information or data,
b) retrieval, consultation or use of the information or data,
c) disclosure of the information or data by transmission, dissemination or otherwise making available, or
d) alignment, combination, blocking, erasure or destruction of the information or data

3. The definition of processing can be useful in determining the sort of activities an organisation can engage in and what decisions it can take within its role as a data processor. The definition of ‘processing’ suggests that a data processor’s activities must be limited to the more ‘technical’ aspects of an operation, such as data storage, retrieval or erasure. Activities such as interpretation, the exercise of professional judgement or significant decision-making in relation to personal data must be carried out by a data controller. This is not a hard and fast distinction and some aspects of ‘processing’, for example ‘holding’ personal data, could be common to the controller and the processor.

[bookmark: _bookmark4]



Appendix E    -    Security Measures to be adhered by the Data Processor (Arden and GEM CSU)


Arden and GEM CSU have a full set of information governance policies in place to meet the requirements of the NHS information Governance Toolkit, Level 2 and will ensure the secure risk stratification data processing.

In summary, the following information security requirements are the minimum requirement:


21.1	Security – General

The Data Processors shall not under any circumstances share, disclose or otherwise reveal NHS Information (in whole or in part) to any individual, business or other organisation (3rd party) unless explicitly covered by the Data Processing Agreement or by seeking explicit written consent of the Data Controller. 


21.2	Security – Physical

The Data Processors shall ensure that all NHS information is physically protected from accidental or deliberate loss or destruction arising from environmental hazards such as fire or flood.

The Data Processor shall ensure that all NHS information is held on premises that are adequately protected from unauthorised entry and/or theft of NHS Information or any IT equipment on which it is held by, for example, the use of burglar alarms, security doors, ram-proof pillars, controlled access systems, etc.


21.3	Security – IT Systems

21.3.1	The Data Processors shall hold electronically-based NHS information on secure servers unless otherwise agreed in writing.

21.3.2	The Data Processors shall ensure that:

· All portable media used for storage or transit of NHS information are fully encrypted in accordance with NHS Guidelines on encryption to protect personal information (January 2008).
· Portable media are not left unattended at any time (e.g. in parked cars, in unlocked and unoccupied rooms, etc.).
· When not in use, all portable media are stored in a locked area and issued only when required to authorised employees, with a record kept of issue and return.
· The Data Processors shall not allow employees to hold NHS Information on their own personal computers.
· The Data Processors shall ensure adequate back-up facilities to minimise the risk of loss of or damage to NHS information and that a robust business continuity plan is in place in the event of restriction of service for any reason.

21.3.3 	The Data Processors shall not transmit NHS information by email except as an attachment encrypted to 256 bit AES\Blowfish standards or from NHS mail to NHS mail.

21.3.4	The Data Processor shall only make printed paper copies of NHS information if this is essential for delivery of the contracted service.

21.3.5	The Data Processor shall store printed paper copies of NHS information in locked cabinets when not in use and shall not remove from premises unless this is essential for delivery of the contracted service.

21.3.6 	The Data Processor shall provide the Data Controller with a signed Information Governance Statement of Compliance (IGSoC) (as confirmation of achieving level 2 in respect of the NHS Information Governance Toolkit) OR evidence of compliance with another agreed Information Security Management System (ISMS), before the Data Controller can allow any access to networked IT systems (e.g. N3, Summary Care Record, etc).

21.3.7 	Subject to ISMS assurance requirements specified at 10.8, The Data Processor shall register as a NHS Business Partner at http://www.connectingforhealth.nhs.uk/systemsandservices/infogov/igsoc/nonnhs for IGSoC.


21.4.	Secure Destruction

21.4.1	The Data Processors shall ensure that NHS information held in paper form  regardless of whether as originally provided by the Data Controller or printed from the Data Processors’ IT systems) is destroyed using a cross cut shredder or  subcontracted to a confidential waste company that complies with European Standard EN15713.

21.4.2	The Data Processors shall ensure that electronic storage media used to hold or process NHS Information is destroyed or overwritten to current CESG standards as defined at www.cesg.gov.uk

21.4.3	In the event of any bad or unusable sectors that cannot be overwritten, the Data Processors shall ensure complete and irretrievable destruction of the media itself.

21.4.4	The Data Processors shall provide the Data Controller with copies of all relevant overwriting verification reports and/or certificates of secure destruction of NHS information at the conclusion of the contract.




Appendix F    -    Document Control
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Advice and Options for CCGs and GPs

Karen Thomson
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Key points
e Risk stratification tools can help determine which people in a population are at
high risk of experiencing outcomes, such as unplanned hospital admissions, that
are simultaneously: undesirable for patients; costly to the health service; and
potential markers of low-quality care.

e Also known as predictive risk models, these tools are used widely in the NHS,
both for:

o analysing the health of a population (“risk stratification for
commissioning”); and

o targeting additional preventive care interventions, such as the support of a
community matron, to high-risk patients (“risk stratification for case
finding”).

e The Health and Social Care Act 2012 has complicated the legal landscape
relating to risk stratification (see page 10).

¢ In this paper, we:
o explain the information governance issues relating to risk stratification
o provide a checklist of steps that GP practices, CCGs, and other
organisations involved in risk stratification should undertake to comply with
the law (see page 13)

o describe a range of options (options A to F) that CCGs can use in order
to conduct risk stratification legally (see page 17)
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Overview

Risk stratification tools have had a profound impact on the delivery of health services
across the developed world.! These tools use relationships in historic population data to
estimate the use of health care services for each member of a population. Risk
stratification tools can be useful both for population planning purposes (known as “risk
stratification for commissioning”) and for identifying which patients should be offered
targeted, preventive support (known as “risk stratification for case finding”).

Published in April 2013, the second Caldicott review of information governance
(Caldicott2) reaffirmed that risk stratification is not a form of direct care and that
organisations need to identify a legal basis to process confidential patient information®
for this purpose. To ensure that they comply with the law, all organisations that
undertake risk stratification should adhere to the following recommendations.

e Forrisk stratification for commissioning: use pseudonymised data.
e Forrisk stratification for case finding:

1. Use pseudonymised data;” or

2. Where it is not feasible to use pseudonymised data, use weakly
pseudonymised® data in an Accredited Safe Haven; or

3. Where using confidential patient information can be justified as necessary,
o ensure there is a legal basis to use identifiable data; and

o ensure there are appropriate and robust information governance
controls in place; and

o clarify and document data controllership and lines of accountability;
and

o putin place appropriate contractual arrangements and manage these
arrangements; and

o ensure patients are informed about how their data will be used; and

o putin place mechanisms that enable Patients’ objections to be
respected.’

4. Where the data are weakly pseudonymised,

o ensure there are appropriate and robust information governance
controls in place; and

& Defined in Section 251 of the NHS Act 2006

® Data with no identifiers except unique pseudonyms that do not reveal patients’ ‘real world’ identities

¢ Data with a single identifier such as the NHS number or postcode

4 In line with the requirements of the NHS Constitution and the commitment given by the Secretary of State for Health at the launch
of the Caldicott Review on 26 April 2013





o clarify and document data controllership and lines of accountability;
and

o implement appropriate contractual arrangements and manage these
arrangements; and

o ensure patients are informed about how their data will be used; and
o implement mechanisms that enable patients’ objections to be respected.®

e In order to ensure that they conduct risk stratification ethically and legally, GP
practices and CCGs should follow the steps in the checklist shown on page 12
and use one of the options (options A — F) on page 16.

e We recognise that the issues covered in this document are complex. We will
develop additional supporting materials in the coming weeks and will keep
this document under continual review.

€ In line with the requirements of the NHS Constitution and the commitment given by the Secretary of State for Health at the launch
of the Caldicott2 report on 26 April 2013





NHS England Position Statement

NHS England encourages CCGs and GP practices to use risk stratification tools as part
of their local strategies for supporting patients with long-term conditions and to help
prevent avoidable unplanned admissions.

As part of the 2013/14 GP contract, NHS England has introduced a new directed
enhanced service (DES) that promotes the use of risk stratification tools for identifying
and managing patients who are chronically ill or who are at high risk of emergency
hospital admission.” GP practices choosing to take up this DES may elect to work
collectively through their CCG to commission risk stratification tools. In this case, the
risk stratification tool would be used to help identify patients at high risk of unplanned
hospital admission (risk stratification for case finding). Alternatively, CCGs may
themselves commission risk stratification services to support commissioning decisions
more generally (risk stratification for commissioning). In this case, knowledge of the risk
profile of a population can be useful for commissioning wider preventive services and
for promoting quality improvement across member practices. In both cases, CCGs need
the support and agreement of their member GP practices if risk stratification is to be
conducted most effectively.

NHS England has asked CCGs to take the lead in agreeing the details of the risk
stratification DES with their participating GP practices so that the arrangements support
the CCG’s wider strategy for patients with long-term conditions. NHS England is also
working with the Health and Social Care Information Centre (HSCIC) to support this
work. For example, regional offices of the HSCIC are being asked to make data
services available to commissioners. However, capacity and capability issues within the
HSCIC’s regional offices mean that this support may not be fully available immediately
in all circumstances. Therefore, NHS England has identified alternative arrangements
that CCGs can pursue in the interim, as described in this document.

f Organisations wishing to take up this DES need to indicate by the end of June 2013 their intention to do so and must then deliver
risk profiling for the latter three quarters of the 2013/14 financial year. For further details, see http://www.england.nhs. uk/wp-
content/uploads/2013/03/ess-risk-profiling.pdf





Purpose

The purpose of this document is to address current concerns in the NHS relating to risk
stratification. These concerns have arisen following the implementation of the Health
and Social Care Act 2012 and the publication of the Caldicott2 review of information
governance.

Scope

This document addresses the information governance arrangements for risk
stratification — both risk stratification for commissioning and risk stratification for case
finding. The information governance approaches proposed in this document are also
applicable to urgent care dashboards. However, neither the information governance of
integrated care programmes nor the issue of remuneration of CSUs and of HSCIC
regional offices for supporting risk stratification are covered.





Background

In recent years, risk stratification tools have become an important part of local NHS
strategies for supporting patients with long-term conditions. These tools are used both
for understanding the characteristics of a local population (known as “risk stratification
for commissioning”) and for identifying individual patients who are at risk of adverse
outcomes such as unplanned hospital admissions, and who may benefit from additional
preventive support such as that provided by community matrons (known as “risk
stratification for case finding”). Risk stratification tools have a number of synonyms,
including “predictive risk models” and “risk profiling tools” (see Box 1).

Box 1: Terminology

For non-specialists, the following terms can be considered to be roughly synonymous:

Risk stratification tools
Risk profiling tools
Risk prediction tools
Predictive risk models
Predictive models
Risk models

One of the most common applications of risk stratification for case finding is to predict
the risk for each individual in a population of experiencing an unplanned hospital
admission in the next 12 months.? Unplanned hospital admissions are seen as an
important event for health systems to predict and attempt to prevent because they
simultaneously:

e are a marker of potentially suboptimal care; and
e represent a poor patient experience; and
e are costly to the health service.

In other words, unplanned hospital admissions are a “Triple Fail event”® Other
examples of Triple Fail events that may be predicted using different predictive risk
models include unplanned readmissions within 30 days of discharge, and unplanned
admissions to nursing homes. Predictive models tend to be more accurate at predicting
Triple Fail events than clinical opinion alone.*° They can therefore be a useful tool for
supporting clinical decision-making and are now in widespread use in the NHS.

Some predictive models are proprietary (e.g., the ACG system®) whereas others are
open-source (e.g., PARR,” PARR-30,% and the Combined Predictive Model®). Predictive
models have also been developed to stratify a population according to individual risk of
being admitted to a nursing home or of starting another form of intensive social care in
the next 12 months.'® However, social care predictive models have yet to be
implemented widely in practice.





Risk stratification tools typically use historic information such as age, gender, diagnoses,
and patterns of hospital use as the basis of their predictions. Some models (e.g., PARR
and PARR-30) use a combination of hospital data and geographical data such as the
Index of Multiple Deprivation. Other models (e.g., the Combined Predictive Model) use
primary care data derived from GP practice systems in addition to hospital data as the
basis of their predictions.

Current Issues

The legal landscape in relation to the use of personal data changed following the
implementation of the Health and Social Care Act 2012 and the re-organisation of the
NHS in England on 1 April 2013. These changes have had several implications for risk
stratification, including:

e CCGs do not have the same functions and powers as primary care trusts
(PCTs). PCTs had statutory bases to access confidential information,® and could
then use these data in pseudonymous form to conduct risk stratification.”

e The statutory authority of CCGs and CSUs to process confidential
information for risk stratification must come either from patient consent or
from the Section 251 regulations, as there is no other statutory support
available. However, the current Section 251 approval excludes the processing of
identifiable data for risk stratification. The framing of the legislation excludes the
use of identifiable data where it is feasible to use anonymised or pseudonymised
data, or where consent is practicable.' It has been demonstrated that using
pseudonymised data is feasible (even if not for all of the tools available).
Furthermore, obtaining patient consent is typically impracticable for risk
stratification purposes and indeed may worsen health care inequalities since
patients living in more deprived areas tend to be less likely to provide consent for
their data to be processed.™

e While the HSCIC has statutory powers under the Health and Social Care
Act 2012 to collect and process confidential information, the circumstances
in which it can disclose information are limited by law. These limitations
restrict the ways in which identifiable data can be lawfully disclosed for risk
stratification purposes.

In parallel, the second Caldicott review of information governance (Caldicott2)?
confirmed previous guidance on the topic of risk stratification.**'* Specifically, the
review confirmed that:

e risk stratification is a form of indirect care rather than direct care

9 For example, to manage the GMS and PMS contracts, and for commissioning purposes under the Section 251 regulations.

" For example, PCTs could run algorithms on the data using an encryption tool embedded in the software. This arrangement
prevented PCT staff from viewing the data but generated outputs as a series of encrypted files. These files were sent to each GP
practice and contained the risk scores for their respective patients. However, the regulations supporting the management of primary
care have now transferred to NHS England and CCGs do not have the same statutory bases to access confidential information as
did PCTs.

"While “having regard to the cost and technology available”

10





e organisations must not use personal confidential data for risk stratification
purposes, unless they have a legal basis for doing so’

e risk stratification should generally be performed using pseudonymous data

e only clinicians who have a legitimate relationship with an individual patient
may access their re-identified data in order to decide whether to offer them
a preventive service such as the support of a community matron.

For all of these reasons, it is important for CCGs and GP review their local
arrangements to ensure that any risk stratification being conducted on their patients’
data is done so in ways that are consistent with the new legal environment.

Recommendations

To ensure that they comply with the law, organisations that undertake risk stratification
should adhere to the following advice.

e Forrisk stratification for commissioning: use pseudonymised data.
e Forrisk stratification for case finding:

e Use pseudonymised data;* or

e Where it is not feasible to use pseudonymised data, use weakly
pseudonymised' data in an Accredited Safe Haven; or

e Where using confidential patient information can be justified as necessary,
o ensure there is a legal basis to use identifiable data; and

o ensure there are appropriate and robust information governance
controls in place; and

o clarify and document data controllership and lines of accountability;
and

o Putin place appropriate contractual arrangements and manage these
arrangements; and

o ensure patients are informed about how their data will be used; and

o putin place mechanisms that enable Patients’ objections to be
respected.”

! For further details, see Annex 2 — Legal Aspects

¥ Data with no identifiers except unique pseudonyms that do not reveal patients’ ‘real world’ identities

' Data with a single identifier such as the NHS number or postcode

™ In line with the requirements of the NHS Constitution and the commitment given by the Secretary of State for Health at the launch
of the Caldicott Review on 26 April 2013

11





e Where the data are weakly pseudonymised,

©)

©)

(@]

ensure there are appropriate and robust information governance
controls in place; and

clarify and document data controllership and lines of accountability;
and

implement appropriate contractual arrangements and manage these
arrangements; and

ensure patients are informed about how their data will be used; and
implement mechanisms that enable patients’ objections to be respected.”

These principles are considered in more detail in the checklist on page 13 and in the
frequently asked questions (FAQs) in Annex 3. An explanation of the legal requirements
underpinning this advice is provided in Annex 2.

" In line with the requirements of the NHS Constitution and the commitment given by the Secretary of State for Health at the launch
of the Caldicott2 report on 26 April 2013
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Checklist

CCGs, GP practices, and other organisations involved in conducting risk stratification
for case finding are advised to use the checklist provided in Box 2.

Box 2: Checklist for CCGs, GP practices, and other organisations conducting risk
stratification for case finding

1) Develop and implement a risk stratification policy. Where appropriate to the
circumstances, this policy should be developed in collaboration with colleagues from
the local:

a) Commissioning Support Unit (CSU)

b) Health and Social Care Information Centre (HSCIC) regional office providing
Data Services for Commissioners (often referred to as Data Management
Integration Centre)

c) Public health team

d) Social care team.

2) Conduct an ethical review to safeguard against unintended consequences, such as
the inadvertent worsening of health care inequalities (see Box 6).

3) Develop one or more preventive interventions that will be offered to high-risk
patients.

4) Select a suitable predictive model. The factors that should be considered in
selecting a suitable tool include the adverse outcome to be predicted, the accuracy
of the predictions, the cost of the model and its software, and the availability of the
data on which it is run.* Information governance considerations affecting the choice
of predictive model include whether the tool can be run using pseudonymised data,
weakly pseudonymised data within an Accredited Safe Haven (ASH), or only
identifiable data (i.e., confidential patient information); and whether the tool is
compatible with privacy enhancing technologies (which are used to prevent unlawful
access to confidential patient information).

5) Where the data are to be processed in identifiable form (i.e., confidential patient
information) ensure there is a legal basis to obtain and process the data for these
purposes (the only legal basis to process identifiable data “in the clear” ° for risk
stratification purposes is consent).

6) Agree a defined data set to be used for risk stratification that is adequate, relevant,
but not excessive — including the extent of historical data needed to run the model
(e.g. two or three years’ worth of data).”

°“In the clear” is where an individual can view the data in identifiable form
P To comply with the Data Protection Act 1998, only the minimum amount of data necessary to fulfil the purpose should be used.
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7) For predictive models that use GP data, consider how the GP data will be
obtained (e.g., using the GP Extraction Service [GPES] or directly from the GP
system supplier).

8) Determine whether to use automated decision-taking® or human review. With
automated decision-taking, the outputs of the tool are used directly to determine
which patients should be offered a preventive intervention (see Question 11 in
Annex 3). With human review, an appropriate clinician, with responsibility for the
care of the individual patient, reviews which patients are to be offered preventive
services. Their decision is based both on the risk stratification outputs and any other
information known to them.

9) Ensure that any data service providers being used for risk stratification have
appropriate information governance controls in place.” These controls include but are
not limited to:

a) Checks to verify the accuracy of the data and to ensure they are up to date.

b) Processes to ensure that the data are not retained longer than necessary by the
organisation conducting the risk stratification analysis (i.e. there should be a
rolling programme of anonymisation or destruction as the data exceed the
defined time period required for the risk stratification tool).

c) Checks that the data are not processed outside the European Economic Area
unless there are equivalent legal, technical, and organisational measures in place
to protect the data appropriately. The data controllers releasing the data will need
to consider whether they have the resources to performance-manage offshore
contractors; to ensure there are adequate information governance controls in
place; and to check that these arrangements are being implemented effectively.

10)Establish appropriate contractual arrangements® with any data service providers
that:

a) Ensure there are appropriate organisational and technical measures in place to
protect the data;

b) Prevent the unauthorised re-identification, onward disclosure, or further
unauthorised or unlawful use of the data; and

c) Include mechanisms to manage the contract and audit how the data are being
used.

d) Include a local process for managing patient objections where the data are
weakly pseudonymised or identifiable.! Patients may object to the disclosure or
use of their personal confidential information, and/or they may object to
automated decision-taking. Patients’ objections must be respected. If a patient
objects to the risk stratification tool being used to make automatic decisions

9 Defined in Section 12 of the Data Protection Act 1998. For further details, see Annex 3

" See Paragraph 12, Schedule 1 Part 2 of the Data Protection Act 1998

° Based on the standard contract terms and conditions, but with additional safeguards included as appropriate

' Further consideration needs to be given to how this process can be implemented in systems effectively, so it is likely that a manual
process will be needed in the short to medium term.
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about their care then there must be a human review of their data and of the
decision made based on their risk stratification score.

11)Develop a communications plan, including communication materials for patients
(these materials may be incorporated into wider fair processing information).

12)Inform patients that their identifiable or weakly pseudonymised data“ may be used
for risk stratification purposes.’

13)Conduct risk stratification using one of the options outlined in Annex 1 of this
document (i.e., options A — F).

14)Ensure that only those clinicians who are directly involved in a patient’s care can
see a patient’s identifiable risk score.

15)Where a tool provides other clinical information (such as information derived from
secondary care data), the GP must ensure that these types of data are relevant and
that they have the consent of the patient to view this additional information.”

16)Refer patients to preventive services only with their consent.

17)Using pseudonymous data, evaluate and refine the risk stratification model used
and the preventive interventions offered according to its predictions.

Annex 1 of this document sets out a range of options that are viable either now or in the
future depending on local circumstances. By adopting one or more of these options,
CCGs and GP practices can conduct risk stratification legally and in ways that comply
with current information governance standards. These options require NHS England to
issue Directions to the HSCIC to process and provide data to support risk stratification.
They are neither exhaustive nor mutually exclusive; instead, they are intended to be
illustrative and should be reviewed locally by an information governance manager or
lead. In summary, these options are:

Option A - Closed-system technologies

Option B - Pseudonymisation at landing

Option C - Using HSCIC services

Option D - With consent as part of an integrated care programme
Option E - Pseudonymisation at source

Option F - Accredited Safe Haven

Y Still likely to be personal data under the Data Protection Act 1998, so the fair processing obligation remains

' See Annex 3

" Such as would be the case where consent had been obtained as part of an integrated care programme, or where the patient is
fully cognisant that all or most of their secondary care data will be shared with their GP and they have not withheld their consent for
this sharing of information.
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The choice of which option or options to pursue will depend on a range of local factors,
including the current arrangements, any contractual obligations, and the capacities and
capabilities of the local CSU and the HSCIC regional office.

Further information

Further information may be obtained from the Risk Prediction Network on NHS
networks (see http://www.networks.nhs.uk/nhs-networks/risk-prediction-
network/?searchterm=risk%20stratification)

Examples of different approaches to risk stratification can be found in the advice
produced by the (now defunct) National Information Governance Board for Health and
Social Care, “Risk Prediction and Stratification”, published in July 2012 (see
www.nigb.nhs.uk/advice).

Further advice on the information governance aspects of risk stratification should be
obtained in the first instance from local information governance managers and leads.
For more complex queries, please contact england.riskstratificationlG@nhs.net
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Annex 1 - Options for Risk Stratification

In this annex, we list six approaches to risk stratification that are or will be available to
GPs and CCGs for risk stratification purposes, together with the advantages and
disadvantages of each option. The current availability and the desirability of each option
will vary according to a range of local factors, including:

e current arrangements with local providers;
e any existing contractual obligations;
e technical and human resource capacities and capabilities of the local CSU,
and/or HSCIC regional office to support each option, including:
o how rapidly a CSU can satisfy the requirements to become an ASH
o local use of closed-system technology;
o Wwhether the chosen risk stratification tool can be used openly or under
licence by the CSU or by the regional office of the HSCIC;
o staff time;
o remuneration arrangements;
e whether risk stratification is undertaken as a programme of work in isolation or if
it forms part of a broader programme of integrated care.

Note that for all of these options, we assume that the checklist in Box 2 has been
followed in relation to planning, communications, information governance requirements,
clinical review, patient objections, and the audit and evaluation of the programme.

The options are:

Option A - Closed-system technologies

Option B - Pseudonymisation-at-landing

Option C - use of HSCIC services

Option D - With consent as part of an integrated care programme
Option E - Pseudonymisation-at-source

Option F - Accredited Safe Haven

NHS England will issue directions to the HSCIC instructing it to support the collection
and processing of GP data for risk stratification. These directions will provide a legal
basis for the collection of GP data by the HSCIC for this purpose. However, CCGs
and/or their local CSUs will need to reimburse the HSCIC for any costs that it incurs as
a result of the arrangements agreed locally.
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Options

Option A — Closed-system technologies

This option involves the flow of identifiable data (or weakly pseudonymised data) from
the HSCIC and/or from GP clinical systems directly into a closed system that processes
the data automatically. No human sees the data during this process and therefore no
breach of confidence occurs. A secure portal is provided for the clinicians responsible
for the care of these patients to view their patients’ risk scores and potentially to access
other data relating to the patient.

Option A — Closed-system technologies

Steps
1.

The GP or CCG asks either an independent sector data services provider (IDSP)
or a CSU to conduct risk stratification on behalf of its GP practices. The IDSP or
CSU does so under contract, as a data processor. In some instances, the CCG
may have in-house processing capacity and may under take risk stratification as
a data processor on instruction from the GP as data controller.

The GP or CCG asks the HSCIC to provide SUS data for risk stratification
purposes and signs the HSCIC’s data sharing contract for the SUS data, once
the HSCIC is satisfied that the body receiving the data has adequate information
governance controls in place.

The GP practice collates a list of the verified NHS numbers for those patients
who have not objected to the use of their information for risk stratification
purposes and sends this list to the HSCIC.

The HSCIC collates the SUS data on all the listed patients (i.e. those who have
not objected) and provides this information to the body undertaking the risk
stratification analysis. The data are provided in identifiable form. They are sent
via secure transfer directly into the data processor’s closed system. Where the
data to be used are weakly pseudonymised then they will include the NHS
number but no other direct identifiers.

The GP practice either (a) instructs their GP system supplier or (b) asks the
HSCIC’s GP Extraction Service (GPES) or the HSCIC’s data services for
commissioning to extract GP data for those patients that have not objected.
These data, containing the same verified NHS numbers, are sent via secure
transfer directly into the data processor’s closed system.

The data are linked automatically by the system using the NHS number and
possibly also date of birth and postcode.

The risk stratification tool is run automatically on the data. The risk-stratified data
are then fed automatically into a secure portal for authorised users (i.e., the GPs
who have commissioned the risk stratification) to view the risk scores for
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individual patients registered in their practice in identifiable form. The portal may
also have the capacity to display the underlying SUS data via a webpage, which
asks the GP to confirm that the individual patient is aware of and consents to this
sharing of their secondary care information. In some instances these tools have
the functionality to allow the GP to manipulate the data in different ways (e.g.
examining patients with a high risk score and a particular long term condition).
Additionally, the portal should also have the functionality to provide
pseudonymised and aggregated views of the data, which can support GPs in
their role as commissioners. Aggregated information could be shared with
colleagues in the CCG.

Leqgal considerations
Note that this option may involve the use of identifiable data or weakly pseudonymised
data.

Where identifiable data are used, the organisation processing the data must be either:
e the data controller (i.e., the GP); or
e a data processor operating under contract to the data controller.

Although identifiable data are used, there will be no breach of confidence because (a)
the processing is undertaken entirely by the software; and (b) and no human views the
data in identifiable form. As indicated by Annex 2, if the common law duty of confidence
can be satisfied in this way then the other legal requirements under the Data Protection
Act (DPA) and the Human Rights Act (HRA) are also satisfied, assuming sufficient
information governance controls are in place.”

The HSCIC has indicated that it is willing to disclose identifiable data to closed system
technologies under contract and with safeguards, on the basis that as the data are not
viewed, no breach of confidence will occur. Similarly, a GP practice would also need to
be satisfied that any organisation to which it was disclosing identifiable data had the
appropriate information governance safeguards in place and was operating under
contract to the data controller (e.g. the system would need to be able to verify the
identity and access permissions of the persons using the portal).

Advantages
e Many of the current proprietary risk stratification tools are designed to use

identifiable data (or at least NHS number) using closed system technologies.
e Allows existing contracts using this model to continue

Disadvantages
¢ Involves the flow of identifiable data from the HSCIC and GP record systems to
external systems

Conclusion
This is a viable option now.

* For example, to satisfy Data Protection Principle 7 requirements
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Option B — Pseudonymisation at landing

This option is similar to using closed system technologies in that identifiable data again
need to flow into the system. Here, however, as the data land in the system, they are
automatically pseudonymised. As a result, no person can view the data prior to
pseudonymisation. The pseudonymised data can then be manipulated and analysed by
the analytical staff.

Option B — Pseudonymisation at landing

Steps
1.

The GP or CCG asks either an IDSP or a CSU to conduct risk stratification on
behalf of its GP practices. The processing takes place under contract as data
processors. In some instances, the CCG may have in-house processing capacity
and may under take risk stratification as a data processor on instruction from the
GP as data controller.

The GP or CCG asks the HSCIC to provide SUS data for risk stratification
purposes and signs the HSCIC’s data sharing contract for the SUS data, once
the HSCIC is satisfied that the body receiving the data has adequate information
governance controls in place.

The GP practice collates a list of the verified NHS numbers of those patients who
have not objected to the use of their information for risk stratification purposes,
and sends this list to the HSCIC.

The HSCIC collates the SUS data on all the listed patients (i.e. those who have
not objected) and provides this information to the body undertaking the risk
stratification. The data are sent in identifiable form via secure transfer and
directly into the landing stage of the data processor’s system. Where the data to
be used are weakly pseudonymised, they will include the NHS number but no
other direct identifiers.

The GP practice either (a) instructs either their GP system supplier or (b) asks
the HSCIC’s GP Extraction Service (GPES) or the HSCIC’s data services for
commissioning to extract the data for those patients that have not objected. The
data, containing the same verified NHS numbers, are sent via secure transfer,
directly into the landing stage of the data processor’s system.

Within the landing stage, the system automatically links and pseudonymises the
data. The risk stratification tool provider’s staff can then analyse the data in
pseudonymised form to produce a risk score for each patient.

The risk scores are made available via a secure portal to authorised users (i.e.,
the GPs who commissioned the risk stratification). This portal allows GPs to view
the risk scores for the individual patients registered in their practice in identifiable
form. The portal may also have the capability of displaying the underlying SUS
data via a webpage that asks the GP to confirm that the individual is aware of
and consents to this sharing of their secondary care information. In some
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instances, these tools have the functionality to allow the GP to manipulate the
data in different ways (e.g. examining patients with a high risk score and a
particular long term condition). Additionally, the portal should also have the
functionality to provide pseudonymised and aggregate views of the data that can
support the GPs role as commissioner. Aggregated data could be shared with
colleagues in the CCG.

Legal considerations
Again, because no human can view the data in identifiable form, there will be no breach
of confidence and hence the legal requirements can be satisfied. Organisations
processing data in this way must be either:

e the data controller (i.e., the GP); or

e a data processor operating under contract to the data controller.

The HSCIC has indicated that it is willing to disclose identifiable data to organisations
using pseudonymisation at landing under contract and with safeguards, on the basis
that as the data are not viewed, no breach of confidence will occur. Similarly, a GP
practice would also need to be satisfied that any organisation to which it was disclosing
identifiable data had the appropriate information governance safeguards in place and
was operating under contract to the data controller (e.g., the system would need to be
able to verify the identity and access permissions of the persons using the portal).

Advantages
e Many of the current proprietary risk stratification tools are designed to use

identifiable data (or at least NHS number) using pseudonymisation at landing.
e Allows existing contracts using this model to continue

Disadvantages
¢ Involves the flow of identifiable data from the HSCIC and GP record systems to
external systems

Conclusion
This is a viable option now.
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Option C — Using HSCIC Services
There is a variety of ways in which the HSCIC could support risk stratification, all of
which would need funding. For example, the HSCIC could:

e hold the data in a secure data management environment, hosting the risk
stratification tools so that authorised users can run risk stratification within this
secure environment (Option C1)

e provide a re-identification service for GPs (Option C2)

e verify, link and pseudonymise the data (Option C3)

Option C1 — Using the HSCIC to hold the data in a secure data management
environment

Description
All the relevant data are held by the HSCIC, which validates the accuracy of the data;

links the GP and SUS data together; and hosts the risk stratification tools within a
secure data management environment. The HSCIC then makes these tools available to
authorised users remotely, who can process and manipulate the data but without
viewing it in identifiable form. Once the data have been risk stratified, the HSCIC would
provide GPs with data:

¢ in identifiable form for care purposes (i.e., authorised access to their own

patients’ data)
e in pseudonymised and aggregated forms for commissioning purposes.

Steps
1. The GP practice or CCG asks the HSCIC to provide risk stratification services using

the preferred tool of the GP (provided this is available to be hosted within the
HSCIC).

2. The GP practice (or CCG on behalf of its practices) signs the HSCIC’s data sharing
contract.

3. The GP practice collates a list of the verified NHS numbers of those patients who
have not objected to the use of their information for risk stratification purposes, and
instructs either their GP system supplier or asks the HSCIC’s GP Extraction Service
(GPES) or the HSCIC's data services for commissioning to extract the data only for
those patients that have not objected.

4. These data are sent via secure transfer to the HSCIC.

5. The HSCIC collates the SUS data for all of the patients for whom it has received GP
data (i.e. those who have not objected), performs data validation, and links the data.
The HSCIC then makes the data available within its secure data management
environment for use with the risk stratification tools in much the same way as HES
Business Objects currently functions.

6. Authorised users can then log into the system to use the risk stratification tools
available. The tools could have a variety of functionalities, including a view of the risk
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score and the underlying detailed data in identifiable form for care purposes; and in
pseudonymised and aggregate form to support the GP’s role as commissioner.

Legal considerations

The HSCIC is able to hold and use identifiable patient data under the Health and Social
Care Act 2012. It is therefore in a position to verify the accuracy, link and make data
available in a variety of forms to authorised users as appropriate to their role.

Advantages
e |dentifiable data are only processed by the HSCIC and the GP practice

e Because the data can be processed in identifiable form with the HSCIC, the data
should be of higher quality. As a result, the linkage between the GP data and the
SUS data should be more effective

e Holding the data and risk stratification tools together within the HSCIC makes for
a simple and streamlined process

e Other data streams can be added as they become available within the HSCIC.

Disadvantages

e While the HSCIC’s Data Services for Commissioners may already be providing
this service at a local level in some areas, there is an issue about the capacity of
the HSCIC to take on this role at present and it will take some time to develop
this service nationwide.

e While all open source tools, and some proprietary tools can be hosted by the
HSCIC under licence, other providers of proprietary risk stratification tools may
be unwilling to allow the HSCIC to host their tool.

Conclusion

This is not currently viable in most areas but may be a preferred solution for the medium
term. A list of HSCIC regional offices where this service is available will be posted on
the HSCIC website.

Option C2 — Using the HSCIC to provide a re-identification service for GPs

Description
This is a service that can be used in conjunction with either:

e Option C3 (HSCIC verify, link and pseudonymise the data). After the HSCIC has
provided pseudonymised data to a risk stratification tool provider, the HSCIC
could provide a portal for GPs to be able to re-identify individual patients; or

e Option B (pseudonymisation at source). Here, the HSCIC would provide a
service for managing the pseudonymisation key.

Steps
1. The GP or CCG asks either an IDSP or a CSU to conduct risk stratification on behalf

of its GP practices using pseudonymised data. In some instances, the CCG may
have in-house processing capacity and may under take risk stratification on behalf of
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the GP.

. The GP or CCG may have previously asked the HSCIC to provide a data validation,
linkage and pseudonymisation service using both SUS and GP data for risk
stratification purposes; or it may have adopted a pseudonymisation-at-source
approach.

. In either case, the GP will need to sign the HSCIC’s data sharing contract for the risk
stratification provider to receive the SUS data in pseudonymised form.

. The GP practice collates a list of the verified NHS numbers of those patients who
have not objected to the use of their information for risk stratification purposes and
sends this list to the HSCIC to extract the SUS data.

. The GP practice will either have to ask the HSCIC to provide it with a
pseudonymisation key (so that the GP data can be extracted using the same key as
the SUS data) or it will need to ask the GP system supplier to provide the
pseudonymistion key and send this key to the HSCIC.

. The GP practice either (a) instructs their GP system supplier or (b) asks the HSCIC’s
GP Extraction Service (GPES) or the HSCIC’s data services for commissioning to
extract the data for those patients that have not objected, using the same list of
verified NHS numbers. This information is sent in pseudonymised form via secure
transfer to the risk stratification provider.

. The HSCIC collates the SUS data for all the listed patients and provides these data
via secure transfer to the risk stratification provider in pseudonymised form using the
same key.

. The risk stratification provider then links and analyses the data and makes the risk
stratified data available via a secure portal to the HSCIC and authorised users in
pseudonymised form.

. 7 In addition, the HSCIC could provide a portal that is connected to (and sits in front
of) the risk stratification provider’s portal. The HSCIC’s portal would then re-identify
the risk scores of individual patients and the underlying data, and make this
information available to authorised users.

Legal considerations

The HSCIC is able to hold and use identifiable patient data under the Health and Social
Care Act 2012. It is therefore in a position to verify the accuracy, link, and make data
available in a variety of forms to authorised users as appropriate to their role.

Advantages

e This option would offer a single, national portal for GPs to access risk stratified
data, with standardised access controls for users;

e |t could build on existing user registration, identity management and
authentication processes.

e |t could facilitate access to a wide variety of tools

e |t could ensure appropriate management of pseudonymisation keys
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Disadvantages
e As most existing tools do not currently utilise pseudonymised data, it is not an
appropriate approach at present

Conclusion
It is not currently a viable option; however, it may be a solution in the longer term (both
for tools sitting outside the HSCIC as well as those hosted within it).

Option C3 — Using the HSCIC to verify, link and pseudonymise the data

Description
All the relevant data are sent to the HSCIC, which conducts the initial steps to process

the data for risk stratification, including validating the accuracy of the data; linking GP
and SUS data together; and pseudonymising the data. The HSCIC then passes the
linked, pseudonymised data to another body to run the risk stratification analysis.
Finally, the HSCIC provides the means to re-identify individuals to the GP practice.

Steps
1. The GP or CCG asks either an IDSP or a CSU to conduct risk stratification on behalf

of its GP practices using pseudonymised data. In some instances, the CCG may
have in-house processing capacity and may undertake risk stratification on behalf of
the GP.

2. The GP or CCG asks the HSCIC to provide a data validation, linkage, and
pseudonymisation service using both SUS and GP data for risk stratification
purposes. It signs the HSCIC’s data sharing contract for the SUS data, once the
HSCIC is satisfied that the body receiving the data has adequate information
governance controls in place.

3. The GP practice collates a list of the verified NHS numbers of those patients who
have not objected to the use of their information for risk stratification purposes and
either (a) instructs their GP system supplier or (b) asks the HSCIC’s GP Extraction
Service (GPES) or the HSCIC’s data services for commissioning to extract the data
for those patients that have not objected, using this list of verified NHS numbers.
These data are sent via secure transfer to the HSCIC.

4. The HSCIC collates the SUS data for all the patients for whom it has received GP
data (i.e. those who have not objected) and performs validation, linkage, and
pseudonymisation on the data. The HSCIC then provides this information to the risk
stratification provider in pseudonymised form via secure transfer.

5. The risk stratification provider then analyses the data and makes the risk-stratified
data available via a secure portal to authorised users in pseudonymised form. The
tool could have a variety of functions in addition to providing a view of the risk score,
such as providing the underlying detailed data in pseudonymised form, and
aggregated data that can support the GP’s role as commissioner. Aggregated data
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could be shared with colleagues in the CCG.

6. In parallel, the HSCIC provides the GP with the pseudonymsation key so that when
the risk stratification provider makes the data available to the GP, a staff member
within the GP practice delegated with the task of re-identifying individuals can
identify the individuals with the highest risk scores that are to be offered further
services.

Legal considerations

The HSCIC is able to hold and use identifiable patient data under the Health and Social
Care Act 2012. It is therefore in a position to verify the accuracy, link, and make data
available in pseudonymised form (or in identifiable form where the recipient has a legal
basis to obtain them).

Advantages
e |dentifiable data are only processed by the HSCIC and the GP practice

e Because the data can be processed in identifiable form with the HSCIC, the data
should be of higher quality, and the linkage between the GP data and the SUS
data should be more accurate.

Disadvantages
e Most current risk stratification tools are not designed to use pseudonymised data;
e There is additional work for the GP practice to re-identify the relevant patients
before they can review the results

Conclusion
This is not currently a viable option.
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Option D — Consent
There are several advantages to seeking consent at the start of the process from all the
individuals whose data are to be processed:

e |t provides greater flexibility in relation to the approaches taken;

e It means that individuals will not be surprised to receive a communication from a
community matron or from another staff member with whom they have not
previously had contact; and

e It is useful where the risk stratification tool may be used for automated decision-
taking.

However, seeking consent has implications for health care inequalities because the
most vulnerable patients tend to be the least likely to respond to a request for consent,
unless it is sought within the context of a routine consultation. Note that if for whatever
reason it is not possible to use pseudonymised data, consent is the only lawful means
to conduct risk stratification where data from both health and social care are to be used.

Option D — With consent as part of an integrated care programme

Description
In some local areas, an integrated care programme may exist to provide services in a

more unified manner to patients with multiple care needs. Here, a process of consent
will be in place for sharing information across health and social care. Risk stratification
could be included within this consent process in relation to the fair processing
information provided to individuals as part of the integrated care programme.

Steps

1. The GP practice (or CCG on their behalf) will work with colleagues such as those
in social care to agree the details of an integrated care programme. As part of
this agreement, consideration will need to be given to (a) what kind of data need
to be shared; (b) how is this sharing of data should be communicated to patients;
and (c) how their consent will be obtained to enable the described information to
be shared by professionals across health and social care.

2. The initial process of informing individuals may be undertaken by either the GP
practice, the CCG on their behalf, or the local authority’s adult social care team.
This process must include risk stratification as one purpose of data sharing,
together brief explanation about which organisations and which types of staff
may obtain access to their confidential data. The provision of this information
would then need to be followed up with a consent process. Patients’ consent may
be obtained by letter, by telephone, or during routine consultations. Implied
consent is not acceptable for this option see Annex 2 — ‘why can consent not be
implied’.
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3. Once consent has been obtained, patients’ data may be shared both for risk
stratification and for the other purposes covered by the consent process.

4. The GP practice (or the CCGs on its behalf) would then collate a list of the
verified NHS numbers of those patients who had given their consent. It would
then request to the HSCIC for the SUS data for those patients to be sent to the
risk stratification provider.

5. The GP practice would need to sign the HSCIC’s data sharing contract on behalf
of the risk stratification provider, which would act as a data processor under
contract. As part of this process, both the HSCIC and the GP as data controller
should assure themselves of the information governance controls that risk
stratification provider has in place.

6. The HSCIC would then provide the SUS data in identifiable form to the GP
practice or to the body undertaking risk stratification on behalf of the GP.

7. Using the same list of verified NHS numbers, the GP would instruct the GP’s
system supplier to provide the GP data for those individuals who had given their
consent (or ask the HSCIC to extract the GP data on their behalf via GPES or
HSCIC’s data services for commissioners) and provide these data to the risk
stratification provider.

8. The risk stratification provider would then process the data and provide the
results via secure transfer back to the GP.

Legal considerations

Sometimes, risk stratification forms one element of a wider programme of integrated
care. Since consent will be needed for the disclosure of information across different
parts of the health and social care system, there may be an opportunity to include
information about risk stratification in the fair processing information provided to
patients, and to obtain patients’ explicit consent for the use of their data both for
integrated care and for risk stratification. Such consent then provides a legal basis for
the use of patients’ identifiable data for risk stratification (and for the other purposes that
form part of providing integrated care). For risk stratification that includes both health
and social care data, the only applicable legal basis in relation to confidentiality and the
Data Protection Act is consent (aside from using pseudonymised data).

Identifiable data can be obtained from HSCIC provided that the data controller is able to
offer evidence of consent. As it is not currently technically feasible to provide such
evidence electronically for each individual patient, other evidence may be sufficient,
such as providing an appropriate consent protocol and evidence that a system is in
place for managing the data of patients who withhold their consent or who give their
consent and later withdraw it.
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Since consent is in place, there is no issue with patients’ secondary care data being
shared with their GP.

Advantages

Provides greater freedom in relation to which bodies can be involved in
processing the data and which tools may be used;

Explicit consent from patients means that they are informed and are less likely to
object later to how their personal and confidential information have been used;

It accords with an integrated care approach, where consent for risk stratification
will be part of the consent process for integrated care.

Disadvantages

Relatively laborious and not cost effective if only used for risk stratification;

A significant proportion — and possibly a majority — of patients will not typically
reply to communications;

May worsen health care inequalities if patients in more deprived areas or with
greater health needs are less likely to respond (a phenomenon known as the
inverse equity hypothesis™?).

Conclusion

This is a viable option in the context of an integrated care programme but has a number
of disadvantages. Alternatively, one of the other options for risk stratification could be
used, prior to gaining consent for the integrated care programme once patients have
been selected based on their risk profile.
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Option E — Pseudonymisation at source

This option involves all suppliers of data using the same pseudonymisation mechanism
and the same pseudonymisation key.

Option E — Pseudonymisation at source

Description
The data are pseudonymised by the bodies that legitimately hold the data. They use the

same pseudonymisation key to facilitate linkage by the risk stratification provider.

Steps
1. The GP or CCG asks either an IDSP or a CSU to conduct risk stratification on

behalf of its GP practices using pseudonymised data. In some instances, the
CCG may have in-house processing capacity and may undertake risk
stratification on behalf of the GP.

2. The GP or CCG asks the HSCIC to provide the risk stratification provider with
pseudonymised SUS data, using an agreed pseudonymisation approach. Either
the HSCIC generates the pseudonymisation key (which can then be provided to
the GP practice for their system supplier to use) or the GP system supplier is
asked to generate the pseudonymisation key (which is sent to the HSCIC).

3. Before the risk stratification provider can receive the SUS data in pseudonymised
form, the GP will need to sign the HSCIC’s data sharing contract.

4. The GP practice also either (a) instructs their GP system supplier or (b) asks the
HSCIC’s GP Extraction Service (GPES) or the HSCIC’s data services for
commissioning to extract GP data in pseudonymised form, using the agreed key.
The pseudonymised data are sent via secure transfer to the risk stratification
provider.

5. The HSCIC collates the SUS data for all the relevant patients and provides these
data via secure transfer to the risk stratification provider in pseudonymised form,
using the agreed key.

6. The risk stratification provider then links and analyses the data and makes the
risk stratified data available via a secure portal to the authorised users in
pseudonymised form.

7. The GP, a delegated member of staff, or possibly their system supplier, could re-
identify the individuals by reversing the pseudonymisation process for those
individuals identified as highest risk. This process may be undertake using a
look-up table; or, if the pseudonym is available within the GP system, then it may
be feasible for the GP system to receive an automatic feed of risk scores. The
system could then include the score within the GP record and/or produce a report
listing the high-risk patients.
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Legal considerations
e As this process uses pseudonymised data, it means that no legal basis for
processing is required until the GP receives the risk score from the provider. At
that point, the data are used for direct care purposes and consent can be implied.

Advantages
o Keeps identifiable data within their current systems

e As the data are pseudonymised, there is no need to consider objections for the
disclosure of data, other than the general objection to all disclosures to the
HSCIC.

e As the data are pseudonymised, there is no need to inform patients about how
their data are to be used. It needs to be born in mind, however, that this does not
remove the obligation to notify individuals where the results of the risk
stratification are to be used for automated decision-taking (see Annex 3).

Disadvantages
e Current tools do not tend to use pseudonymised data
e Needs careful management of the pseudonymisation keys
e Needs development work for the data being re-identified within the practice or the
HSCIC to provide a re-identification service portal

Conclusion
This is not currently a viable option.
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Option F- Accredited Safe Haven

This option is currently in development. The concept of an accredited safe haven (ASH)
is that it is a secure environment in which data that is weakly pseudonymised can be
processed with organisational and technical safeguards to prevent re-identification, to
satisfy the common law duty of confidence within the context of the ASH. The data
within the safe haven because it is only weakly pseudonymised still constitutes personal
data and therefore needs to meet Data Protection requirements. Because it is only
weakly pseudonymised it would still be subject to the common law duty of confidence,”
if released from the ASH.

Option F — Accredited Safe Haven

Description
Weakly pseudonymised data (i.e., data with one direct identifier such as the NHS

number) can be processed within an Accredited Safe Haven environment for a variety
of medical purposes in the public interest. These purposes include risk stratification and
do not require a statutory basis as the data are sufficiently de-identified to satisfy the
common law (albeit that the data still constitute personal data under the Data Protection
Act).

Steps
1. The GP or CCG (on behalf of the GP practice) asks a commissioning

organisation that has been accorded the status of Accredited Safe Haven (ASH)
to conduct risk stratification on behalf of the practice (or group of practices). This
ASH could be a CSU or, exceptionally,” the CCG itself.

2. The GP practice collates a list of the verified NHS numbers of those patients who
have not objected to the use of their information for risk stratification.

3. Using the same list of verified NHS numbers, the GP practices asks either (a)

their GP system supplier or (b) the HSCIC’s GPES or the HSCIC’s data services

for commissioning service to extract the GP data for those patients who have not
objected.

These GP data are sent to the HSCIC.

5. In parallel, the GP or CCG would ask the HSCIC to provide a linkage service to
link the GP data with SUS data and to provide the linked and weakly
pseudonymised data (i.e., with the NHS number, or other agreed identifier) to the
ASH.

6. An ASH organisation will need to sign a contract with the GP as data controller
setting out (a) the purposes for which the data are to be used, (b) the information
governance safeguards that will be adhered to, and (c) the rights of the controller
to audit how the data are used, etc.

7. The CSU or CCG undertaking the risk stratification would process the data in
weakly pseudonymised form within the ASH, and make the risk stratification
score (and potentially other data) available to the GP via a secure portal outside
of the ASH. The portal would be hosted within the CSU and would enable

»

¥ As well as the Data Protection and Human Rights Acts.
? It is expected that all CSUs will seek to become ASHSs; overall, however, the numbers of ASHs are expected to remain low.
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authorised users (i.e., the GPs) to access the data in identifiable form or with the
NHS number so that a staff member within the practice would quickly be able to
re-identify those individuals at highest risk.

Legal considerations

e This option involves using weakly pseudonymous data (i.e., data containing only
one identifier, such as the NHS number). The ASH organisation will not require a
legal basis to obtain weakly pseudonymised data provided that the organisation
has been accredited as meeting the ASH requirements to protect the data and to
prevent the re-identification of individuals. As it includes the NHS number or
another identifier, the ASH can link data obtained from multiple sources.

e Commissioning organisations working towards ASH status do not have support
under the current Section 251 approval to process data for risk stratification
purposes. Such organisations would need to demonstrate that they met the
relevant standards before attaining full ASH status.

Advantages
e Enables risk stratification tools hosted within an ASH to use the NHS number for

linkage;

e Because both CSUs and CCGs meeting the requisite standards can become
ASHs, this arrangement creates more capacity for analysis overall but also
provides greater flexibility to meet different local needs

e A simple approach for GPs

Disadvantages
e The ASH accreditation criteria and process are not yet agreed and it is an
untested approach
e Some of the risk stratification tools may not currently be able to produce reliable
results using only the NHS number;

Conclusion
This will be a viable option shortly, once the requirements and accreditation process for
ASHs have been approved.
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Annex 2 - Legal aspects

Overview

This annex covers the following topics:

e The general legal framework for lawful processing

e The legal framework to process personal and confidential data for risk
stratification

e How the Health and Social Care Act 2012 changed the legal landscape

e How the HSCIC can receive and disclose confidential information for risk
stratification

e Implications for GPs, CCGs, CSUs and independent sector data services
providers

Introduction

Risk stratification can either be conducted using identifiable patient data or
pseudonymised data. A legal basis is required for the processing of identifiable patient
data for risk stratification or any other purpose. Where pseudonymised data are used,
then a legal basis is not required. The use of pseudonymised data is discussed further
below, but the first part of this annex concerns the use of identifiable data.

Lawful processing

All processing of personal data must, as a minimum, satisfy the Data Protection Act
1998. Public bodies (and, via contract, their providers) also need to comply with the
Human Rights Act 1998. Furthermore, where information is confidential, it is additionally
protected through the common law duty of confidence or, in some specific instances,
through statute. See Box 3

Box 3: Legal framework for the NHS to process personal confidential information

The overarching legal framework for the NHS to process personal confidential
information is comprised of:

(a) the Data Protection Act

(b) the Human Rights Act

(c) the common law duty of confidence

(d) certain specific statutory provisions that require, permit, or prohibit the use of
personal data and confidential information

Finally, the Health and Social Care Act 2012 introduced statutory obligations of
confidence on the HSCIC by prohibiting the publication of personal data relating
to individual patients, and by specifying the circumstances in which it could
disclose different types of information.
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Data Protection Act 1998

In order to comply with the Data Protection Act 1998, organisations need to meet the
eight data protection principles (unless an exemption applies). The first principle
requires that:

(a) personal data are processed fairly and lawfully;

(b) one of the conditions in Schedule 2 are met; and

(c) where the data are “sensitive personal data”, one of the conditions in Schedule 3
are met

In order to meet the first arm of the first principle, organisations must meet all other legal
requirements, such as the common law duty of confidence. The first principle therefore
brings together all of the legal requirements for lawful processing. As a result, a breach
of these other legal requirements would, automatically, also be a breach of the first
principle.

In relation to the other two arms of the first principle, the data for risk stratification
include health information; therefore, they constitute “sensitive personal data” and so
any risk stratification activities must meet at least one condition in both Schedule 2 and
Schedule 3. See Box 4

Box 4: Conditions for Schedule 2 and Schedule 3 of the Data Protection Act

While more than one condition may be met under each of Schedules 2 and 3, the
most secure conditions for risk stratification appear in paragraph 5(d) of Schedule 2
and in paragraph 8 of Schedule 3, namely:

Schedule 2
The processing is necessary for the exercise of any other functions of a public nature
exercised in the public interest by any person.

Schedule 3

The processing is necessary for preventive medicine, and the management of
healthcare services and is undertaken by a person who in the circumstances owes a
duty of confidentiality which is equivalent to that which would arise if that person
were a health professional.

Note: “Medical purposes” only applies to health data, so Schedule 3 paragraph 8
cannot be used in relation to social care data. The only applicable option in this case
is explicit consent.

These schedules clarify that in relation to data protection requirements, the consent of
the individual is not required. However, consent may still be required to satisfy other
legal obligations, such as the duties of confidence.
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In relation to the second data protection principle, risk stratification is classified as
indirect care; therefore, it falls within the category of further processing.?® However, as
we saw under paragraph 3 of Schedule 3, risk stratification is a medical purpose and
would therefore be regarded as a compatible purpose.

With regard to the other data protection principles, the following requirements are
important for risk stratification:

e The data used for risk stratification should adequate, relevant, but not excessive.

e Likewise, the information derived from the risk stratification tool and given to GPs
should be adequate, relevant, but not excessive (given that the data used for risk
stratification are usually much broader than the data held by the GP).

e Checks are needed to verify the accuracy of the data and to ensure they are up
to date

e The data must not retained longer than necessary by the organisation conducting
the risk stratification analysis (i.e. there should be a rolling programme of
anonymisation or destruction as the data exceed the defined period required for
the risk stratification tool

e Patients must be informed that their personal data will be used for risk
stratification purposes

e |If a patient does not want their data to be used for risk stratification, their wishes
should be respected

e If a patient objects to the risk stratification tool being used to make automatic
decisions about their care then there must be a human review of their data and of
the decision made based on their risk stratification score

e There must be appropriate organisational and technical measures to protect the
data

e The data must not be processed outside the European Economic Area unless
there are equivalent legal, technical, and organisational measures in place to
protect the data appropriately.

Common law duty of confidence

The common law duty of confidence applies where information is identifiable and has
either

a) been imparted in circumstances where there was an expectation that the
information would be treated in confidence; or

b) where the nature of information was obviously sensitive and, therefore, had the
“necessary quality of confidence”.

# The Second Data Protection principle requires that “Personal data shall be obtained only for one or more specified and lawful
purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes”. Where data have
been collected and used for a set of purposes, any subsequent additional processing can only be for compatible purposes or a new
legal basis must be obtained (e.g. by writing to the data subjects to tell them of the new purpose and therefore having a basis on
which to imply consent).
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A legal basis is needed to use or disclose confidential information. The legal bases
available under the common law are (1) statute; (2) court order; (3); consent of the
individual; or exceptionally (4) public interest grounds.

As risk stratification involves the routine use of confidential information, it cannot
generally rely on public interest grounds. Nor would a court order would be applicable;
therefore, it leaves either statutory provision or consent as the two legal bases. At
present, there is no statutory support for risk stratification in England, which means that
where identifiable data are needed, consent is the only available option. However, there
are good reasons why seeking consent for risk stratification is not appropriate (e.g., the
most vulnerable members of society tend to be the least likely to respond to a request
for consent).

In practice, risk stratification should be conducted using either pseudonymised data or
using technologies that allow the data to be processed automatically and without being
seen by a human.

Why can consent not be implied?

Ordinarily, patients give consent for the use of their identifiable data for their direct care
as part of their consent for examination and treatment. In the context of risk stratification,
however,

(a) not all individuals will be offered further services as a result of their data being
processed for this purpose; and

(b) risk stratification is not necessarily a use of their information that people would
expect.

For both of these reasons, it is not reasonable to imply that patients have consented to
the use of their data for risk stratification. Therefore, the tests for legally valid consent
would not be met.
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Human Rights Act 1998

The Human Rights Act 1998 incorporates most of the provisions of the European
Convention on Human Rights into UK law. Data Protection requirements are derived
from Article 8 of the Convention, which grants individuals a right to have their privacy
respected. Article 8, also supports the common law duty of confidence.

The Human Rights Act applies to public bodies and, through contractual arrangements,
to their providers. In relation to the right to privacy, public bodies can only interfere with
an individual’s privacy where it is lawful and is necessary for one several specified
purposes, including the protection of health and protection of the rights and freedoms of
others.

Risk stratification has a role in protecting the health of individuals. Therefore, risk
stratification is a permitted interference with an individual’s privacy under the Human
Rights Act — provided that the interference was in accordance with the law, was
necessary, and was proportionate.

The requirements of the Human Rights Act are similar to the requirements under the
Data Protection Act to minimise the use of personal data to circumstances where the
use is lawful, necessary, involves using only relevant data, and involves keeping
personal data only for the minimum period necessary.

Overall Legal Framework

So far in this annex, we have considered the means by which risk stratification can be
conducted lawfully under the different component parts of the legal framework (viz., the
Data Protection Act, the Human Rights Act, and the common law duty of confidence).
These individual elements, however, need to be brought together to arrive at an overall
position for determining how identifiable data can be used lawfully for risk stratification
purposes in England.

It is clear that under the Data Protection Act, risk stratification can be conducted lawfully
without consent. Likewise, under Human Rights legislation, an individual’s privacy can
be interfered with for risk stratification purposes, provided the use of the data is lawful,
necessary, and proportionate. However, the common law duty of confidence requires
either consent, or the use of pseudonymised or de-identified data for the analysis (with
access to identifiable data being limited to clinicians who are involved in the care of the
patient).

While the common law may be overridden by statute, this override only applies to the
particular circumstances set out in the relevant legislation and does not apply here. The
requirements of the common law therefore set the standard. Furthermore, because the
processing needs to be lawful (i.e. it must comply with the common law), so the Data
Protection Act and Human Rights Act both reconfirm the duty of confidence.

The overall legal framework for risk stratification requires either that consent is
obtained or that pseudonymised or de-identified data are used.

38





Health and Social Care Act 2012

Under the Health and Social Care Act 2012, the Health and Social Care Information
Centre (HSCIC) was empowered to collect and process confidential patient
informationbb where directedcc to collect the data by the Secretary of State for Health
or by NHS England;dd or where requested to do so by other bodies.ee These provision
means that the common law duty of confidence no longer applies to the HSCIC — but
only as prescribed in the Act.

The HSCIC has a legal basis under the Act and its supporting regulations to continue to
obtain and process data falling within the defined data sets that were collected prior to
31 March 2013.ff To collect data that were not previously collected, however, the
HSCIC needs to be directed or requested to do so. NHS England will be directing the
HSCIC to collect GP data and any other required data not already in its possession, to
support risk stratification. The Directions will need to take account of the fact that not all
GPs are taking up the DES for risk stratification, so this collection will need to be a
service offered to GPs rather than a mandatory collection of data from GPs.

In relation to disclosures of data from the HSCIC, the Act sets out specific conditions for
both the publication®® and the dissemination of information.™ The Act therefore imposes
a statutory obligation of confidence on the HSCIC and it sets the parameters for the
HSCIC to make decisions about disclosures. Note, however, that in some
circumstances, the common law duty of confidence continues to apply," and that these
provisions only apply to the HSCIC. Additionally, where the intention is for identifiable
data to be disclosed by the HSCIC to another body, the disclosure needs to meet the
criteria set out under Sections 261 and 262 of the Health and Social Care Act 2012. See
Box 5

Box 5: Lawful Disclosure of data by the HSCIC

For risk stratification, the most appropriate route for disclosure of data from the
HSCIC is under Section 261(5)(d) where the disclosure is made to the GP for the
exercise of their functions conferred under their obligations to provide medical
services under Part 4 of the NHS Act 2006.

NHS England is in the process of drafting directions for the HSCIC to support risk
stratification.

® Under Sections 256 and 259

 Section 254

% NHS England is the operating name for the NHS Commissioning Board as defined in the Act.

¢ Section 255

" The Health and Social Care Act (Commencement No. 4, Transitional, savings and Transitory provisions) Order 2013
http://www.legislation.gov.uk/uksi/2013/160/article/9/made

9% Section 260

"M Section 261 and 262

" Section 261 (5)(c)-(e)
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Implications for GPs

As data controllers of the data that they hold, GPs could commission risk stratification to
be conducted on their behalf; however, they would need a legal basis to obtain
identifiable secondary care data for use in a risk stratification tool. There would be no
breach of confidence provided that another body, acting as a data processor
under contract, undertook the processing using pseudonymised data.

Once the population has been stratified using the predictive model, high-risk individuals
can then be re-identified so that their GP can offer them additional, preventive services.
At this point the data will be used for direct care and so it is reasonable to imply consent.
To support the validity of the consent, however, there is a need to ensure that
individuals are informed about how their information is used.

Implications for CCGs

CCGs do not have a statutory basis to process identifiable data for risk stratification
purposes. However, the GP practices that form the CCG could decide to act collectively
to commission or undertake risk stratification on their behalf. Where the CCG
commissions a risk stratification service, then the data processing contract would be
between all the GPs (as data controllers) and the data processor undertaking the work.
The data processor would need to use pseudonymised or de-identified data. Once the
data had been risk stratified, the target population of high-risk individuals would need to
be provided to their respective practices for referral for additional support.

Where the CCG is unaligned to a CSU and is conducting risk stratification on behalf of
its member GP practices, it will act as a data processor on behalf of the respective GP
practices, and would need to do so under contract to them.

Implications for CSUs

CSUs are part of NHS England and may be asked to provide data processing services
to GPs or CCGs. Because NHS England will be directing the HSCIC to provide data for
the purposes of risk stratification, disclosures to CSUs are still classified as
dissemination under the Health and Social Care Act 2012, and therefore there is still a
need to comply with the provisions of the Act and the relevant Directions for any
disclosures to CSUs. As NHS England will be directing the HSCIC in this regard, and
therefore to some degree controlling the purpose for which the data are to be processed,
the data controller responsibilities may be shared between NHS England and the GPs.
As a result, data controllership is also likely to apply to the CSU.

As the current Section 251 support does not include risk stratification purposes, CSUs
will need to use pseudonymised data for risk stratification purposes and maintain these
data separately from any identifiable data they holds or will need to use closed systems
technologies (Option A). This separation is necessary to prevent any risk of re-
identification of the data being used for risk stratification. As CSUs become ASHSs, they
will be able to receive weakly pseudonymised data (or de-identified data for limited
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access’) containing the NHS number as the sole identifier, unless they are already able
to use pseudonymised data, in which case such data should be used in preference to
more identifiable datakk.

Implications for independent sector data services providers

Independent sector data services providers (IDSPs) can process pseudonymised or de-
identified data on behalf of the commissioning GP practice. They can also process
identifiable data, provided that the GP practice, as the data controller, has a lawful basis
to obtain and disclose the confidential data (e.g., by using closed system technologies,
or with the consent of the individuals). In these circumstances, the IDSP must take
appropriate steps to protect the data. For example, they should use technologies and
access controls that ensure that the data can be processed automatically and can only
be viewed by clinicians who are responsible for providing care to the relevant individuals.

For risk stratification purposes, IDSPs will be acting as a data processor; therefore, the
information governance requirements must be included within their contracts. Note that
ISDSPs will not be Accredited Safe Havens, at least in the first instance.

I'As defined by the Caldicott Review — see Annex 4
“In line with the data minimisation principle underpinning Data Protection requirements
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Annex 3 - FAQs

1. Why might identifiable data be needed for risk stratification?

Data containing identifiers such as the NHS number may be needed to enable data
from different sources to be linked together. Additionally, some risk stratification tools
have been designed to use identifiable data, and it is not always straightforward for
these tools to be adapted so that they can use pseudonymised data. However,
suppliers should now consider how they can adapt their systems to use pseudonymised
data.

2. Will the Section 251 approval recently obtained by NHS England allow
CSUs and CCGs to perform risk stratification using identifiable data?

No, the Section 251 approval does not permit CCGs, CSUs or GPs to perform risk
stratification on confidential patient information; however, any confidential patient
information legitimately held for another purpose may be used in pseudonymised form
for this purpose.

Up until the end of March 2013, support was in place under the Section 251 regulations
to enable providers to disclose data to the Information Centre for Health and Social
Carell and onwards to PCTs for the purposes of commissioning. NHS England has
obtained a temporary extension of this support until 4 July 2013 as a transitional
measure to provide a legal basis for NHS England’s CSUs (and a limited number of
specified CCGs doing in-house processing) to continue to process confidential patient
information for the commissioning purposes specified in the application. These
purposes did not include risk stratification because alternatives are available to the
processing of confidential patient information for this purpose (i.e., processing using
pseudonymised data). Section 251 powers can only be used where neither consent nor
using de-identified data is practicable.

On 19 May 2013, NHS England received further partial and conditional support under
the Section 251 regulations for commissioning organisations to work towards becoming
Accredited Safe Havens (ASHs).mm.The criteria and process for organisations to
become ASHs are currently being developed by NHS England in collaboration with the
HSCIC and the Department of Health. ASHs will have robust information governance
controls, including contractual obligations and audit measures, to prevent patients’ data
from being re-identified. They will be permitted to process data that have been de-
identified but are at high risk of re-identification (e.g., data containing NHS numbers as
the sole identifier). NHS England will issue further details about ASH requirements
shortly.

" Which was replaced on 1 April 2013 by the Health and Social Care Information Centre (HSCIC)
™™ Details of the approval can be found at http://www.hscic.gov.uk/dataflowstransitionmanual
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3. Are CCGs different from PCTs in terms of risk stratification?

Under the Health and Social Care Act 2012, CCGs were not given a statutory basis to
access confidential patient information. This situation contrasts with PCTs, which did
have limited powers to access confidential patient information. For example, PCTs
could access such data in order to manage primary care contracts, where anonymised
or pseudonymised data could not be used. This responsibility for managing primary
care contracts has now moved to NHS England.nn

In relation to risk prediction, PCTs were not empowered to use confidential patient
information for risk stratification; however, they could use confidential patient
information that they held legitimately for other purposes, in pseudonymised form, for
risk prediction. Therefore, in this regard, CCGs are not in the same position as PCTs.

4. Why can’t the HSCIC do all of the processing for risk stratification?

The situation depends on the risk stratification tool that the GP practices or the CCG
wish to use. Open-source tools, and proprietary tools made available under licence,
could potentially be implemented within the HSCIC. Under this arrangement, all of the
identifiable data would be processed within the HSCIC.oo However, the HSCIC
currently has limited capacity to support all of the various demands placed upon it to
process data. Additionally, organisations may have a preference for particular tools
provided by third parties, who may be unwilling to allow their proprietary software to be
installed on HSCIC servers. Some HSIC regional offices (formerly known as DMICs)
may have capability to perform risk stratification on behalf of their local CSUs — please
contact your CSU to discuss potential arrangements if you would like to use this option.

Use of the GP Extraction Service (GPES) to support risk stratification would need to be
considered by the HSCIC’s GPES Independent Advisory Group (IAG). Consideration
would need to be given as to which dissent codes to use for recording objections to the
use of GP data for risk stratification purposes.

5. Why is an ethical review recommended?

Risk stratification is analogous to screening because it uses a population’s data to
identify individuals that are at sufficiently high risk of a Triple Fail event™ (such as an
unplanned hospital admission) to justify offering a preventive intervention (such as the
support of a community matron). Any screening test has the potential to cause more
harm than good; for example, by exposing patients to false positive and false negative
results.

For these reasons, strict ethical guidelines are required to safeguard against the
inappropriate use of risk stratification. In 1968, The World Health Organization
published ten prerequisites that should be met by any ethical screening program.

" The Confidentiality and Disclosure of Information (General Medical Services, Personal Medical Services and Alternative Provider
Medical Services) Directions 2013

°® Under Directions from NHS England

PP A ‘Triple Fail' event is simultaneously costly, represents a suboptimal health outcome, and is a poor patient experience (Lewis et
al., 2013).
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Known as the Wilson and Jungner criteria, they have recently been adapted for risk
stratification purposes (see Box 6).

Box 6: Ethical criteria for risk stratification programmes

1. The Triple Fail event should be an important health problem.

2. There should be an intervention that can mitigate the risk of the Triple Fail event.

3. There should be resources and systems available for timely risk stratification and
preventive interventions.

4. There should sufficient time for intervention between stratification and the
occurrence of the Triple Fail event.

5. There should be a sufficiently accurate predictive risk model for the Triple Fail
event.

6. The predictive risk model and impactibility model should be acceptable to the
population.

7. The natural history of the Triple Fail event (i.e., the practices and processes that
typically lead to the event) should be adequately understood by the organisation
offering the preventive intervention.

8. There should be an accepted policy about who should be offered the preventive
intervention.

9. The cost of risk stratification should be “economically balanced” (i.e., it should not
be excessive in relation to the cost of the programme as a whole).

10. Risk stratification should be a continuous process, not just a "once and for all"
occurrence.

Source: Lewis et al., 2013, based on Wilson & Jungner, 196816

6. How can we quality-assure the risk stratification and referral process?

The CCG, GP practice or CSU should collect and analyse pseudonymised data on the
accuracy of the risk stratification tool and on the effectiveness of the preventive
interventions offered to patients. The selection criteria for the preventive interventions
should be adapted according to the responses of different types of patient to the
different interventions offered.

7. What contractual arrangements are needed?

The consortium of GP practices that constitute a CCG can decide that the CCG will act
on behalf of all the GP practices in relation to contracting particular services. However,
as data controllers, all the GP practices will need to be parties to the contract.
Alternatively, the practices may decide to ask one GP practice to be the lead, again
acting on behalf of the other practices. Such decisions need to be documented in the
CCG’s board minutes and detailed in a formal agreement between all the parties. These
steps are required to ensure that there is clarity about roles and responsibilities,
including the legal accountabilities and liabilities.
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GP practices remain the data controllers for their data and if they gain access to SUS,
HES,% or other secondary care provider data in identifiable form, then they become
data controllers for these data as well, unless the provider is also a commissioner of the
risk stratification service.

If the data analysis is being conducted by a health service body (e.g., by the HSCIC or
NHS England), then an NHS contract” needs to be signed. Where an independent
sector provider is used, a legally-binding contract must be signed, even where the data
received by the independent sector provider are pseudonymised. A contract is needed
to prevent the:

e use of the data for non-agreed purposes;

e re-identification of individuals; and

e onward disclosure of the data to others.

Contractual arrangements need to be monitored on an on-going basis. For example,
arrangements for periodic audits need to be place.

8. Why do we need to inform patients that their data are being risk
stratified?

Where identifiable and weakly pseudonymised data are being used, these data are
personal data. Under the Data Protection Act, all organisations processing personal
data are obliged to provide fair processing information to individuals about how their
information is to be used. GPs and other providers are therefore under a general
obligation to inform patients about how their personal information is to be used, and
information about risk stratification should be included within this information.

9. How should GP practices inform their patients about risk stratification?

GP practices must ensure that they have met their fair processing obligations by
including risk stratification within their privacy notices and must take reasonable steps to
ensure that all patients in their practice have had access to this information using a
range of channels (see Box 7).

Box 7: Communicating with patients

GP practices should provide information to patients explaining how their data will be
used and what to do if they have any concerns or objections.

This information should be provided by means of:

o posters and leaflets available within the surgery;

o actively providing information at the time of registration and other points of written
communication;

o dissemination via local patient groups; and

o inclusion of the information on the practice website.

% Hospital Episode Statistics
" Defined under Section 9 of the NHS Act 2006
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Note: where automatic decision-taking is being undertaken on the basis of risk
stratification without review by a clinician (see FAQ number 11), specific notification to
individuals about risk stratification must also be issued.

10. What if a patient objects to the use of their information?

If consent is the legal basis for processing confidential patient information, then the
individual patient has a right to refuse to give their consent (or to give and later withdraw
it), and their wishes must be respected.

If the legal basis of processing is that pseudonymised data are to be used, with only the
HSCIC having access to confidential patient information, then the HSCIC has the legal
authority to process confidential information under the Health and Social Care Act
2012,ss as defined by the Act. However, the Secretary of State for Health has given a
commitment that in relation to disclosures of GP data to the HSCIC, patient objections
will be respected other than in exceptional circumstances, such as where there is an
overriding public interest justification for doing so. In light of this commitment, patient
objections in relation to the flow of identifiable data to the HSCIC must therefore be
respected, including for risk stratification purposes.

11. What is automatic decision-taking, and what additional safeguards

apply?

If a risk prediction algorithm is to be applied to a patient’s data and the risk score
generated is then to be used as the sole basis of decision-taking, then this procedure
would be classified as “automated decision-taking”. In circumstances where (a) a pre-
determined percentage of patients with the highest risk scores, or (b) patients with a risk
score above a defined risk threshold are automatically referred to an intervention (such
as the support of a community matron), then these arrangements would constitute
automated decision-taking.

Automated decision-taking is likely to have a significant impact on an individual, for
example by determining whether additional preventive services are to be offered, such
as the support of a community matron. In these circumstances, the requirements of
Section 12 of the Data Protection Act apply, and a specific notification should be issued
so that patients are given the opportunity to object to the use of their data for automated
decision-taking and to ask for human review.

Typically, however, there will be a process of human review of the outputs of risk
stratification (i.e. review by a clinician). Here, risk stratification will be used as an aid to
clinical decision-making rather than as a substitute for it. Where such clinical review is
undertaken, the specific obligation to notify individuals about automated decision-taking
does not apply; however, the general obligation to inform patients about risk
stratification remains.

* Section 259 http://www.legislation.gov.uk/ukpga/2012/7/section/259
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What kind of clinical review is needed?

In the case of risk stratification for case finding, once the data have been analysed, the
risk scores (and sometimes relevant additional data) are communicated to the GP and
other relevant members of the care team. The care team may include regulated social
workers but only if social care data have been used in the risk prediction tool.

Unless the organisation has elected to use automated decision-taking, a process of
clinical review is needed. Clinical review involves the following steps:

First, a GP should review the records of those patients identified as having a borderline
high risk score, or where the risk score seems anomalous, to determine whether it is
appropriate to offer them additional support.

Second, the GP or another clinician with a legitimate relationship with the patient will
need to contact those individuals they have verified as being at high risk to offer them
appropriate preventive interventions. As with any other form of referral for care or
treatment, the patient’s consent is needed. This consent may be implied, provided that
the individual:

e has been given sufficient information about the preventive intervention;
e has the capacity to understand what they are agreeing to; and
e understands and gives their consent voluntarily.

Where an adult individual lacks capacity to understand what is being offered to them,
clinicians can act on best interest grounds rather than on the grounds of consent. As

with any other form of care, clinicians should keep the use of preventive interventions
under review to ensure that the care remains appropriate for the individual.

What re-identified information should be provided to the GP?

Clinicians should only be given access to the risk score and information to which they
would normally have access through their legitimate relationship with the patient.
Additional information generated through the linkage of data from multiple sources may
only be disclosed with the consent of the individual because otherwise this would be a
breach of confidentiality.

Consent to share additional information may be implied in circumstances where:

e individuals have been informed of the proposed use and disclosure of their
confidential information;

¢ they understand that they have the right to withhold their consent; and

¢ they have been given a reasonable period of time in which to withhold their
consent.
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Only relevant data should be shared (i.e., the data must not be excessive) and patients
must understand what types of information are to be shared. A defined data set must be
agreed in advance and highly sensitive information should be excluded without the
explicit agreement of the individuals concerned. Highly sensitive information includes
codes related to sexually transmitted infections, terminations of pregnancy, abuse, or
the fact that an individual has been imprisoned. In addition, there are specific legal
restrictions for protected information such as that relating to IVF treatment and other
assisted reproductive technologies; and gender identity disorders and previous gender
identity. Additionally, particular care must be taken when sharing information between
health and social care services as this sharing of data can only be undertaken with
explicit patient consent to meet one of the conditions in Schedule 3 of the DPA.

GPs may wish to ask patients for permission to share any additional data during the
clinical review and referral stages, to assure themselves that patients agree to this use
of their information. Such checks are particularly pertinent with individuals who have
previously expressed objections to the sharing of their data.
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Annex 4 - Glossary

The definitions listed here are drawn either directly from, or are derived from, the Data
Protection Act 1998, the NHS Constitution 2013, the Information Commissioner’s
Anonymisation Code of Practice, or the Caldicott Information Governance Review.

Term

Source

Definition

Accredited Safe
Haven

Caldicott Review

An accredited organisation with a secure
electronic environment in which personal
confidential data and/or weakly pseudonymised
data can be obtained and made available to
users, generally in de-identified form. An
accredited safe haven will need a secure legal
basis to hold and process personal confidential
data. Weakly pseudonymised data can be held
under contract with obligations to safeguard the
data.

Anonymised Data

ICO
Anonymisation
Code of Practice

Data in a form that does not identify individuals
and where identification through its combination
with other data is not likely to take place.

Automated
decision-taking

Section 12 of the
DPA

Decisions which significantly affect the
individual based solely on the processing by
automatic means of personal data in respect of
which that individual is the data subject for the
purpose of evaluating matters relating to him.

Confidential
patient
information

Section 251 of
the NHS Act
2006

Confidential patient information is patient
information where the identity of the individual
in question is ascertainable from that
information, or from that information and other
information which is in the possession of, or is
likely to come into the possession of, the
person processing that information, and that
information was obtained or generated by a
person who, in the circumstances, owed an
obligation of confidence to that individual.

Compatible
purpose

Schedule 1 of the
DPA

ICO Data
Protection Guide
Principle 2

The Act clarifies to some extent what is meant
by compatibility: it says that when deciding
whether disclosing personal data is compatible
with the purpose for which you obtained it, you
should bear in mind the purposes for which the
information is intended to be used by any
person to whom it is disclosed.

An additional or different purpose may still be
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compatible with the original one. Because it can
be difficult to distinguish clearly between
purposes that are compatible and those that are
not, we focus on whether the intended use of
the information complies with the Act’s fair
processing requirements. It would seem odd to
conclude that processing personal data
breached the Act on the basis of incompatibility
if the organisation was using the information
fairly.

If you wish to use or disclose personal data for
a purpose that was not contemplated at the
time of collection (and therefore not specified in
a privacy notice), you have to consider whether
this will be fair. If using or disclosing the
information would be unfair because it would be
outside what the individual concerned would
reasonably expect, or would have an unjustified
adverse effect on them, then you should regard
the use or disclosure as incompatible with the
purpose you obtained the information for.

Data controller

Section 1 of the
DPA

A person who (either alone or jointly or in
common with other persons) determines the
purposes for which and the manner in which
any personal data are, or are to be, processed;

Data processor

Section 1 of the
DPA

any person (other than an employee of the data
controller) who processes the data on behalf of
the data controller;

De-identified data

Caldicott Review
derived from ICO
Anonymisation

Code of Practice

De-identified data: This refers to personal
confidential data, which has been through
anonymisation in a manner conforming to the
ICO Anonymisation code of practice. There are
two categories of de-identified data:

* De-identified data for limited access: this is
deemed to have a high risk of re-identification if
published, but a low risk if held in an accredited
safe haven and subject to contractual protection
to prevent re-identification.

* Anonymised data for publication: this is
deemed to have a low risk of re-identification,
enabling publication.
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Direct Identifier

ISB
Anonymisation
for publishing
health and social
care data ISB
1523 Amd
20/2010 2/2013

Name, address, widely-used unique person or
record identifier (notably National Insurance
Number, NHS Number, Hospital Number),
telephone number, email address, and any
other data item that on its own could uniquely
identify the individual.

Fair processing

Part 2 Schedule
1 of the DPA

Processing personal data in accordance with
the rights of the data subject including, in
general, ensuring the individual has been
informed about how their personal information
IS to be used.

Further
processing

Schedule 1 of the
DPA

Additional use of the data beyond its original
intended purpose - See Compatible purpose

Human Review

Section 12 of the
DPA

In relation to automated decision-taking, where
an individual disagrees with the decision or
objects to automated decision-taking,
organisations have an obligation to provide
review by a person who would take the decision
based on the information available.

Identifiable data

ICO Technical
guidance

Data in which the identity of individuals can be
derived from the data

Indirect care

Caldicott Review

Activities that contribute to the overall provision
of services to a population as a whole or a
group of patients with a particular condition, but
which fall outside the scope of direct care. It
covers health services management,
preventative medicine, and medical research.
Examples of activities would be risk prediction
and stratification, service evaluation, needs
assessment, financial audit.

Indirect Identifier

ISB
Anonymisation
for publishing
health and social
care data ISB
1523 Amd
20/2010 2/2013

A data item (including postal code, gender, date
of birth, event date or a derivative of one of
these items) that when used in combination
with other items could reveal the identity of a
person.

Also referred to as “quasi-identifier”.

Integrated Care
Programmes

Integrated care programmes are local
programmes of work that have been agreed by
a range of stakeholders to integrate health and
social care provision for people with significant
or complex health and social care needs.
Typically, part of the agreement is to establish
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an integrated care record, which is used
alongside the respective health and social care
records. The integrated care record contains
information that is relevant for all of the
professionals caring for the individual patient to
access. The creation and contents of the record
should be agreed with the individual patient.

Objection NHS All processing of personal confidential data
Constitution, requires a legal basis. Where the legal basis for
Caldicott Review, | processing is based in statute or on overriding
& SoS public interest ground then individuals have a
commitment at right to object to how their information is used
launch of and to have their wishes respected unless there
Caldicott Review | is a good reason and to be informed of that
Report reason. This is distinct from where consent is
the legal basis for processing and individuals
can give or refuse their consent.
Patient S251 of the NHS | Patient information is information (however
information Act 2006 recorded) which relates to the physical or
mental health or condition of an individual, to
the diagnosis of his condition or to his care or
treatment, and information (however recorded)
which is to any extent derived, directly or
indirectly, from such information, whether or not
the identity of the individual in question is
ascertainable from the information.
Personal Caldicott Review | This term describes personal information about

confidential data

identified or identifiable individuals, which
should be kept private or secret. For the
purposes of this review ‘Personal’ includes the
DPA definition of personal data, but it is
adapted to include dead as well as living people
and ‘confidential’ includes both information
‘given in confidence’ and ‘that which is owed a
duty of confidence’ and is adapted to include
‘sensitive’ as defined in the Data Protection Act.

Personal data

Section 1 of the
DPA

Data which relate to a living individual who can
be identified from those data, or from those
data and other information which is in the
possession of, or is likely to come into the
possession of, the data controller, and includes
any expression of opinion about the individual
and any indication of the intentions of the data
controller or any other person in respect of the
individual.
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Processing

Section 1 of the
DPA

Processing in relation to information or data,
means obtaining, recording or holding the
information or data or carrying out any
operation or set of operations on the
information or data, including:

* organisation, adaptation or alteration of the
information or data;

* retrieval, consultation or use of the information
or data;

« disclosure of the information or data by
transmission, dissemination or otherwise
making available; or

« alignment, combination, blocking, erasure or
destruction of the information or data.

Pseudonymisation

ISB
Anonymisation
for publishing
health and social
care data ISB
1523 Amd
20/2010 2/2013

A technique that replaces identifiers with a
pseudonymll

In practice, pseudonymisation is typically
combined with other anonymisation techniques.

Pseudonymised
data

Caldicott Review

Pseudonymised data are data in which
individuals are distinguished “by using a unique
identifier, which does not reveal their ‘real
world’ identity” (i.e., a pseudonym).? Data that
have been adequately pseudonymised equate
to anonymised data in the hands of a recipient;
however, they usually can be re-identified by
the original holder of the data.

Re-identification

ICO
Anonymisation
Code of Practice

The process of analysing data or combining it
with other data with the result that individuals
become identifiable.

Sometimes termed ‘de-anonymisation’.

Sensitive personal
data

Section 2 of the
DPA

Data that identifies a living individual consisting
of information as to his or her: racial or ethnic
origin, political opinions, religious beliefs or
other beliefs of a similar nature, membership of
a trade union, physical or mental health or
condition, sexual life, convictions, legal
proceedings against the individual or
allegations of offences committed by the
individual.

Weakly
psedudonymised
data

Caldicott Review

Equates to “De-identified data for limited
access”

Urgent Care

The Urgent Care

Clinical Dashboards are a tool designed by
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Dashboards

Clinical
Dashboard
Implementation
Guide

clinicians, for clinicians and help to provide
clinical teams with relevant, informative and
timely information to support clinical decisions
that improve the quality and safety of patient
care.

The Urgent Care Clinical Dashboard helps GPs
and other practice-affiliated clinicians to identify
the most vulnerable, at risk patients and
empowers clinicians by bringing information
together in real time. The information provided
through the dashboard supports clinicians to
improve and to manage and co-ordinate the
healthcare of patients more proactively,
especially for the most vulnerable and those
with long term conditions.
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Risk Strat assurance statement-02-141.pdf
NHS

Risk Stratification Assurance Statement En g I an d

CAG 7-04(a)/2013 compliance for CCGs

The application from NHS England on behalf of GPs, as the relevant data controllers, seeking support
for the activity of risk stratification to be used by GPs supported by CCGs to target specific patient
groups and enable clinicians with the duty of care for the patient to offer appropriate interventions,
has been approved.

NHS England has given an undertaking to the Secretary of State for Health to seek assurance from
eligible organisations and to provide a register of approved organisations for the receipt and
processing of the patient data for this purpose. As such NHS England is seeking assurance from
Clinical Commissioning Groups and their appointed risk stratification suppliers to provide assurance
that processing of the data is in accordance with the Data Protection Act 1998 and that the
conditions set out for processing of personal confidential data are undertaken and maintained.

It should be noted that this approval only applies to the use of GP and SUS data and does not cover
disclosure of social care data for risk stratification. Where social care data are to be used then the
relevant parties need to assure themselves there is a legal basis for the disclosure and linkage for
this purpose. This can be achieved using a third party and pseudonymised data or with consent.

Please complete Section A to provide assurance that your organisation and risk stratification
toolset is in compliance with the requirements for processing outlined in the approval letter CAG
reference CAG 7-04(a)/2013.Compliance with these requirements is necessary for the processing
to be lawful. On completion, please retain a copy for your records and send completed pages 1 to
4 to NHS IG team contact on page 3.

Section A: Assurance Statement

1. To provide assurance that CCGs as the commissioner of the risk stratification service have appropriate
agreements in place with their GP practices and contractual levers in place to ensure that the risk
stratification supplier (data processor) is acting in accordance to the conditions set out by CAG approval
letter. The organisation will ensure it meets the requirements set out below, which NHS England reserves
the right to audit.

1.1. Only named and existing risk stratification suppliers and existing contracts® as at 23" January 2014
date are eligible to provide risk stratification services under the conditions set out in CAG 7-
04(a)/2013

1.2. As support is provided for a six month period up to and including 23 July 2014, CCGs are required to
collaborate with NHS England to implement a data standard for risk stratification that minimises the
use of patient confidential data

1.3. CCGs agree to work in collaboration with NHS England and HSCIC to identify and work towards
agreed exit option(s) during the six month period.

1.4. The CCG will ensure that the risk stratification supplier also completes and returns the assurance
statement in Annex 1 for each supported CCG.

! http://www.legislation.gov.uk/ukpga/1998/29/contents

2 Whilst contracts between NHS bodies would be NHS contracts under Section 9 of the NHS Act 2006 and
therefore not legally enforceable, the contracts with independent sector risk stratification toolset suppliers must
be legally binding contracts to satisfy principle 7 of the DPA.
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Risk Stratification Assurance Statement En g I an d

Please tick box appropriate box to indicate acceptance

The risk stratification supplier is listed in Annex 2 D

Name of risk stratification supplier

There is a current and signed contract in place with the risk stratification supplier |:|

There is a data processing contract in place between the relevant practices as data controllers,

the CCG acting as their agent and one of the named risk stratification suppliers (data processor)

and this contract sets out the requirements for adequate controls and provisions for handling D
patient confidential data, including provisions in place in the event of a data breach and
retention and destruction at termination of contract.

The data processor (risk stratification supplier) meets the IG Toolkit level 2 or equivalent I:l
standards (e.g. ISO 27001 accredited)

The GP practice, CCG and data processers have in place a process and mechanisms for handling |:|
patient objections

The CCG has in place an arrangement with a HSCIC regional Office (DSCRO) on behalf of the |:|
relevant GP practices for the data processor to receive commissioning data sets; secondary use
data (SUS) for inclusion into risk stratification tool

Or

Will not be using SUS data in the risk stratification tool D

2. The CCG undertakes to ensure that:

2.1. The relevant staff have read, understood and implemented the requirements within the risk
stratification checklist referenced in Annex 3.

2.2.Member GP practices are made aware of their responsibilities as data controllers, and have
in place an agreement with the CCG in respect of the CCG acting as an agent of the GP
practice in relation to the use of the GP data (and SUS data, where applicable) for the
purposes of risk stratification

2.3.It has made arrangements to ensure that the public understand the proposed use of data for
risk stratification purposes between a commissioner and a provider of NHS funded health
services. (This may be achieved through fair® processing notices by CCG and its member

% See http://www.england.nhs.uk/wp-content/uploads/2013/06/ig-risk-ccg-gp.pdf Annex 3 FAQs 8 & 9

Page 2 of 17






NHS

Risk Stratification Assurance Statement En g I an d

practices). This should include an explanation of risk stratification, clarity about who the
data controller and data processors are, what type of data will be used for risk stratification,
the rights individuals can exercise in relation to this i.e. the right to access their personal
data and to object to its use for this purpose and how to exercise this right.

2.4.1t has agreed a process with GP Members on how patient objections will be handled

2.5. Risk stratification suppliers will process personal confidential data (PCD) in the following
manner:

2.5.1.Data is received in a “de-identified data for limited access”*

the patient identifier) or is pseudonymised on landing; AND

form (i.e NHS number as

2.5.2.Processing is within a “closed box” with strict role based access control; AND

2.5.3.Re-identification is solely for the purpose of direct care and is available only to those
with a direct clinical care relationship with the patient.

2.5.4.Any publication of data other than in accordance with 2.5.3 must be anonymised in
line with the ISB Anonymisation for publication standard®

2.6.1t has ensured that all staff handling data for the purpose of risk stratification are made
aware and will operate in compliance with the requirements of Section 251 approval.

2.7.The named risk stratification supplier processes the minimum data necessary (ie. the data
specifications will have specific exclusions for sensitive information © (see Appendix 4), and
will only utilise the minimum data necessary to identify the candidate risk cohorts).

2.8.The named risk stratification supplier will provide a written procedure outlining a secure
mechanism for receipt and processing of data within the risk stratification tool. These
should include as a minimum the process for:
2.8.1.Receipt of data;
2.8.2.Retention periods;
2.8.3.Role based access controls, authorisation and maintenance;

2.8.4.Induction and training processes for users;

2.8.5.How audit trails will be maintained and confidentiality audits may be undertaken.

* As defined in the Caldicott Information Governance Review, To Share or not to share, Department of Health

April 2013

https://www.gov.uk/government/uploads/system/uploads/attachment data/file/192572/2900774 InfoGovernance
accv2.pdf [pp 127]

® http://www.isb.nhs.uk/library/standard/128

& Whilst all personal health data is regarded as sensitive under the DPA, within the context of health services,
sexual and reproductive health data have particular additional legal protections. A list has been included in
Appendix 4 but see also |ISB approved standard on sensitive data for further details
http://www.isb.nhs.uk/library/standard/229. It should be noted that this standard is not up to date in relation to all
the relevant applicable data fields.
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2.9. Staff using the risk stratification toolset and reports will receive formal training and can
demonstrate they are working in compliance to the written procedure.

2.10. Staff handling patient confidential data are made aware of and will operate in compliance
with the obligations set out in the confidentiality clauses in their contract of employment
and, where applicable, their professional obligations. Any suspected data breach relating to
risk stratification must be subject to the CCG's and NHS England's data breach reporting
mechanisms

2.11. It has appropriate processes and contractual provisions to securely destroy all PCD held in
manual or electronic form once deemed it is no longer necessary for the purpose of risk
stratification

2.12. It works with risk stratification suppliers to make provision for the transition towards the
exit strategy defined by NHS England

2.13. It undertakes an audit on its risk stratification suppliers and their processes to ensure that
it has taken all reasonable organisational and technical measures to prevent unlawful
processing of the PCD held for risk stratification purposes.

2.14. It undertakes a Privacy Impact Assessment for risk stratification in accordance to the ICO
guidance: http://ico.org.uk/pia_handbook html v2/html/0-advice.html

| undertake to ensure the appropriate processes and controls are in place to comply with the
conditions set out 2.1 to 2.14 above and that the information provided in 1 above is correct

CCG Accountable Officer Name:

CCG Name:

Signature: Date

Caldicott Guardian Name

Signature: Date
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Senior Information Risk Owner (SIRO) Name

Signature: Date

Completion Note:

On completion please send signed and completed Section A for your CCG and Annex B for your Risk
Stratification supplier. If you have more than 1 risk stratification supplier you will need to submit a
separate Annex 1 for each supplier.

Completed Section A and Annex 1 for each CCG / Risk Stratification supplier should be returned to:

IG Team
NHS England

Email: england.riskstratassurance@nhs.net
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Annex 1 - Risk Stratification Supplier Assurance Statement 1of3

To provide assurance that risk stratification suppliers are acting in accordance to the conditions set
out by CAG approval letter (reference CAG 7-04(a)/2013. The organisation will ensure it meets the
requirements set out below, which NHS England reserves the right to audit.

For supported CCG

Name of risk stratification supplier

Please tick box appropriate box to indicate acceptance

The data processor (risk stratification supplier) can provide assurance that it meets the 1G D
Toolkit level 2 or equivalent standards (ISO 27001 accredited)

Has in place arrangement with a HSCIC regional Office (DSCRO) via the CCG or GP Practices to I:l
receive secondary use data (SUS) for inclusion into risk stratification tool

Name of DSCRO

Or

Will not be using SUS data in the risk stratification tool D

Has removed all highly sensitive data set (minimum excluded data set in Annex 4) from the risk I:l
stratification data set

1. The Risk stratification supplier undertakes to ensure that:

1.1.1t will process personal confidential data (PCD) in the following manner:

1.1.1.Data is received in “de-identified data for limited access” form (i.e the NHS number as
the sole identifier) or is pseudonymised on landing; AND

1.1.2.Processing is within a “closed box” with strict role based access control; AND

1.1.3.Re-identification is solely for the purpose of direct care and is available only to those
with a direct clinical care relationship with the patient.
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Annex 1 - Risk Stratification Supplier Assurance Statement 20f3

1.1.4.Any publication of data must be anonymised in line with the ISB Anonymisation for
publication standard’

1.2.Has ensured that all staff handling data for the purpose of risk stratification are made aware
and will operate in compliance with the requirements of Section 251 approval

1.3.1t will only processes the minimum data necessary (ie. the data specifications will have
specific exclusions for sensitive information® (see Appendix 4), and will only utilise the
minimum data necessary to identify the candidate risk cohorts)

1.4.1t will provide a written procedure outlining a secure mechanism for receipt and processing
of data within the risk stratification tool. These should include as a minimum the process
for:

1.4.1.Receipt of data

1.4.2.Retention periods

1.4.3.Role based access controls, authorisation and maintenance

1.4.4.Induction and training processes for users

1.4.5.How audit trails will be maintained and confidentiality audits may be undertaken

1.5.Staff using risk stratification toolset and reports will receive formal training and can
demonstrate they are working in compliance to the written procedure.

1.6.Staff handling patient confidential data are made aware of and will operate in compliance
with the obligations set out in the confidentiality clauses in their contract of employment

1.7.Any suspected data breach relating to risk stratification must be subject to the CCG's and
NHS England's data breach reporting mechanisms

1.8. It has appropriate processes to securely destroy all PCD held in manual or electronic form
once deemed it is no longer necessary purpose of risk stratification at the end of the
agreed retention period of end of the data processing contract.

1.9. It will take appropriate actions to work with CCGs and NHS England to transition the risk
stratification service towards an approach that meets the exit strategy defined by NHS
England

7 http://www.isb.nhs.uk/library/standard/128

8 Whilst all personal health data is regarded as sensitive under the DPA, within the context of health services,
sexual and reproductive health data have particular additional legal protections. A list has been included in
Appendix 4 but see also |ISB approved standard on sensitive data for further details
http://www.isb.nhs.uk/library/standard/229. It should be noted that this standard is not up to date in relation to all
the relevant applicable data fields.
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1.10. It undertakes an audit of their processes to ensure that it has taken all reasonable
organisation and technical measures to prevent unlawful processing of the PCD held for
risk stratification purposes
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Annex 1 - Risk Stratification Supplier Assurance Statement 30of3

| undertake to ensure the appropriate processes and controls are in place to comply with the
conditions set out 1.1 to 1.10 above and that the information provided in 1 above is correct

Risk Stratification Supplier MD / CSU MD/CCG AO:

Supplier Name :

Signature: Date

Caldicott Guardian Name

Signature: Date

Senior Information Risk Owner (SIRO) Name

Signature: Date

Completion Note:
On completion please send signed and completed pages 1 to 3 for return by CCG customers for
submission with Section A:

Completed Section A and Annex 1 for each CCG / Risk Stratification supplier should be returned to
IG Team

NHS England
Email: england.riskstratassurance@nhs.net
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Annex 2 — Named Register of Existing Risk Stratification Suppliers

NHS

England

1. HSCIC Data Services for Commissioner Regional Offices (DSCROs ) where the risk stratification
solutions are available

2. Commissioning Support Units (CSUs)

NHS North of England CSU

NHS Greater Manchester CSU

NHS Staffordshire and Lancashire CSU

NHS Cheshire and Merseyside CSU

NHS North Yorkshire and Humber CSU

NHS West Yorkshire, South Yorkshire and Bassetlaw CSU
NHS Arden CSU

NHS Central Midlands CSU
NHS Central Eastern CSU

NHS Greater East Midlands CSU
NHS Hertfordshire and Essex CSU
NHS North and East London CSU
NHS North West London CSU
NHS South London CSU

NHS South West CSU

NHS Kent and Medway CSU
NHS Surrey and Sussex CSU

NHS South CSU
NHS Central Southern CSU
NHS Anglia CSU

3. CCGs with in house processing

Mansfield & Ashfield CCG
Newark & Sherwood CCG
Nottingham North & East CCG
Nottingham West CCG
Rushcliffe CCG

NEW Devon CCG

South Devon and Torbay CCG
Kernow CCG
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4. 3rd Party data processors with existing contracts to provide risk stratification services to NHS
that utilise primary care and secondary care linkage

e BupaHD
e (Capita
® Docobo

e Doctor Foster Intelligence

® Health Analytics

e Health Intelligence

® MedeAnalytics

e Pl Benchmark (Care & Health Trak)
e Serco

e Sollis

e United Health

5. GP system providers providing options to risk stratify directly using GP data as part of their
clinical systems.
e EMIS Web

® TPP System One
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Annex 3 — Risk Stratification Checklist
Adapted from the NHS England Risk Stratification Advice issued in June 2013; the checklist has been
updated to reflect conditions that need to be in place to meet the s251 requirements.

1) Develop and implement a risk stratification policy. Where appropriate to the circumstances, this
policy should be developed in collaboration with colleagues from the local:

a) Commissioning Support Unit (CSU)

b) Health and Social Care Information Centre (HSCIC) regional office providing Data Services
for Commissioners (often referred to as Data Services for Commissioners, DSCRO)

c) Public health team

d) Social care team.

2) Conduct an ethical review to safeguard against unintended consequences, such as the inadvertent
worsening of health care inequalities.

3) Develop one or more preventive interventions that will be offered to high-risk patients.

4) Select a suitable predictive model. The factors that should be considered in selecting a suitable
tool include:

a) the adverse outcome to be predicted,;

b) the accuracy of the predictions;

c) the cost of the model and its software and;
d) the availability of the data on which it is run.

Information governance considerations affecting the choice of predictive model include whether the
tool can be run using pseudonymised data, weakly pseudonymised data® within an Accredited Safe
Haven (ASH), or only identifiable data (i.e., confidential patient information); and whether the tool is
compatible with privacy enhancing technologies (which are used to prevent unlawful access to
confidential patient information).

5) Where the data are to be processed in identifiable form (i.e., confidential patient information)
ensure there is a legal basis to obtain and process the data for these purposes. The legal basis is
currently provided by the s251 approval, but longer term arrangements to utilise pseudonymised
data and re-identify only by those with a legitimate relationship with an individual should be
developed or alternative legal basis sought such as consent.

6) Agree a defined data set to be used for risk stratification that is adequate, relevant, but not

excessive — including the extent of historical data needed to run the model (e.g. two or three years’

worth of data').

® weakly pseudonymised data is data that has the potential to readily identify individuals outside of restricted
environments. This data may contain a single "identifying" data item such as the NHS Number or a postcode that
do not directly identify individuals but which, if used by people who had access to identifiable systems such as
PDS, render the data identifiable.

10 Only the minimum amount of data necessary should be used to fulfil the purpose
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7) For predictive models that use GP data, consider how the GP data will be obtained (e.g., using the
GP Extraction Service [GPES] or directly from the GP system supplier).

8) Determine whether to use automated decision-taking™* or human review. With automated
decision-taking, the outputs of the tool are used directly to determine which patients should be
offered a preventive intervention. With human review, an appropriate clinician, with responsibility
for the care of the individual patient, reviews which patients are to be offered preventive services.
Their decision is based both on the risk stratification outputs and any other information known to
them.

9) Ensure that any data service providers being used for risk stratification have appropriate
information governance controls in place'. These controls include but are not limited to:

a) Processes to ensure that the data are not retained longer than necessary by the
organisation conducting the risk stratification analysis (i.e. there should be a rolling
programme of anonymisation or destruction as the data exceed the defined time period
required for the risk stratification tool).

b) Ensuring that the data is not processed outside the European Economic Area. Please note
that s251 approval is not covered for offshore processing and as such would constitute a
breach of the conditions of the s251 support.

10) Establish appropriate contractual arrangements with any data service providers that:

a) Ensure there are appropriate organisational and technical measures in place to protect
the data;

b) Prevent the unauthorised re-identification, onward disclosure, or further unauthorised or
unlawful use of the data and;

c¢) Include mechanisms to manage the contract and audit how the data are being used.

d) Include a local process for managing patient objections where the data are weakly

pseudonymised or identifiable®. Patients may object to the disclosure or use of their
personal confidential information, and/or they may object to automated decision-taking.
Patients’ objections must be respected. If a patient objects to the risk stratification tool
being used to make automatic decisions about their care then there must be a human
review of their data and of the decision made based on their risk stratification score.

11) Develop a communications plan, including communication materials for patients (these
materials may be incorporated into wider fair processing information).

12) Inform patients that their identifiable or weakly pseudonymised data™* may be used for risk
stratification purposes.

" As defined in Section 12, Data Protection Act 1998.
'2 See Paragraph 12, Schedule 1, Part 2, Data Protection Act 1998

'3 Consideration needs to be given to how this process can be implemented into systems effectively, so it likely a
manual process will be needed in the short to medium term

" Weakly pseudonymised data is data that has the potential to readily identify individuals outside of restricted
environments. This data may contain a single "identifying" data item such as the NHS Number or a postcode that
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13) Ensure that only those clinicians who are directly involved in a patient’s care can see a patient’s
identifiable risk score.

14) Where a tool provides other clinical information (such as information derived from secondary
care data), the GP must ensure that these types of data are relevant and that they have the consent
of the patient to view this additional information®.

15) Refer patients to preventive services only with their consent.

17) Using pseudonymous data, evaluate and refine the risk stratification model used and the
preventive interventions offered according to its predictions.

do not directly identify individuals but which, if used by people who had access to identifiable systems such as
PDS, render the data identifiable.

1> Such as would be the case where consent had been obtained as part of an integrated care programme, or
where the patient is fully cognisant that all or most of their secondary care data will be shared with their GP and
they have not withheld their consent for this sharing of information.

Page 14 of 17





NHS

Risk Stratification Assurance Statement En g I an d

Annex 4 — Excluded data

As part of the approval process the CAG were assured that the following data would not flow into a
risk stratification tool. Local agreement should be reached on the final dataset but as a pre-requisite
the following will not be included

HIV risk lifestyle 13N5.
HTLV-3 antibody test 43C%
Human immunodeficiency virus antibody level 43WK.
HIV antibody/antigen (Duo) 43d5.
HIV 1 PCR 43h2.
HIV1 antibody level 43W7.
HIV2 antibody level 43WS8.
HIV viral load 4)34.
Antenatal HIV screening 62b..
AIDS contact 65P8.
AIDS carrier 65QA.
Notification of AIDS 65VE.
Advice about HIV prevention 6712.
AIDS (HTLV-III) screening 6827.
Patient advised about the risks of HIV 8CAE.
Acquired immune deficiency syndrome A788%
Human immunodef virus resulting in other disease A789%
[X]Hiv disease resulting in other infectious and parasitic diseases AyuC4
[X]Dementia in human immunodef virus [HIV] disease Eu024
[D]Laboratory evidence of human immunodeficiency virus [HIV] R109.
[VI[Human immunodeficiency virus — negative ZV018
[V]Contact with and exposure to human immunodeficiency virus ZV019
[V]IAsymptomatic human immunodeficiency virus infection status ZVO1A
[V] Family history og immunodeficiency virus [HIV] status ZV19B
[V] Human immunodeficiency visus counselling ZV6D4
[V]Special screening examination for human immunodeficiency

virus ZN737
H/O: venereal disease 1415
Chlamydia antigen test 43U%
Syphilis and other venereal diseases A9%
Molluscum cantagiosum A780.
Molluscum contagiosum with eyelid involvement A7800
Chlamydial infection A78A
Chlamydial infection of lower genitourinary tract A78A0
Chlamydial infection of pharynx A78A1
Chlamydial infection of anus and rectum A78A2
Chlamydial inf of pelviperitoneum oth genitourinary organs A78A3
Chlamydial conjunctivitis A78A4
Chlamydial infection, unspecified A78AW
Chlamydial infection of genitourinary tract, unspecified A78AX
Venereal disease contact 65P7.
Venereal disease carrier NOS 65Q09.
Venereal disease screening 683200%
Genital warts A7812
Other maternal venereal diseases during pregnancy, childbirth and

the puerperium L172%
[V]Contact with or exposure to venereal disease ZV016
[V]Other venereal disease carrier ZV028
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[V]Screening for venereal disease

H/O: abortion

Preg. termination counselling

Hysterotomy and termination of pregnancy
Dilation of cervix uteri and curettage of products of conception
from uterus

Curettage of products of conception from uterus NEC
Suction termination of pregnancy

Dilation of cervix and extraction termination of pregnancy
Termination of pregnancy NEC

Requests pregnancy termination

HSA1-therap. abort. green form

Reason for termination of pregnancy

Refer to TOP counselling

Legally induced abortion

Illegally induced abortion

[V]Infertility management {?all daughter codes}
Treatment for infertility

Introduction of gamete into uterine cavity
Endoscopic intrafallopian transfer of gamete
Marital status {not all daughter codes apply}
Complaints about care

Imprisonment record

In prison

Husband in prison

Prison medical examination

Place of occurrence of accident or poisoning, prison
[V]Conviction in civil and criminal proceedings without
imprisonment

[VIProblems related to release from prison
[VlImprisonment

History of abuse

History of physical abuse

History of sexual abuse

History of emotional abuse

History of domestic violence

Suspected child abuse

Child maltreatment syndrome

Emotional maltreatment of child

Nutritional maltreatment of child

Non-accidental injury to child

Battered baby or child syndrome NOS

Multiple deprivation of child

Physical abuse of child

Child maltreatment syndrome NOS

Sexual abuse

Child battering and other maltreatment

Assault by criminal neglect

Abandonment of child with intent to injure or kill
Abandonment of infant with intent to injure or kill
Abandonment of helpless person NOS

[V]Family history of physical abuse to sibling
[V]Family history of physical abuse to sibling by family member
[VIFamily history of sexual abuse to sibling
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Z\V745
15.43
6776
7E066

7E070
7E071
7E084
7E085
7E086
8M6..
956%
9Ea%
8H7W.
L05%
L06%
ZN26%
8C8%
7E0A%
7E1F2
133%
9U%
13H9.
13HQ.
13171
6992
T776.

Z\N4)4
Z\V4)5
Z\V625
14X..
14X0.
14X1.
14X2.
14X3.
1J3..
SN55.
SN550
SN551
SN552
SN553
SN554
SN555
SN55z
SN571
TL7..
TLx4.
TLx40
TLx41
TLx4z
ZV19C
ZV19D
ZV19E
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[V]Family history of sexual abuse to sibling by family member
[V]Family history of mental abuse to sibling

[V]Family history of mental abuse to sibling by family member
[V]Family history of sibling abuse NOS

[VIFamily history of sibling abuse by family member NOS
[V]Problems related to alleged sexual of abuse child by person
outside primary support group

[V]Problems related to alleged sex abuse child by person within
primary support group

[V]Problems related to alleged physical abuse of child

[V]Child abuse

Plus equivalents for CTV3

NHS

England

ZV19F
ZV19G
ZV19H
ZV19)

ZV19K

ZVAF9
ZVAG4

ZVA4G5
ZV612

Where the following consent or dissent flags have been used they should be understood and where it should

be applied consistently within the choosen solution to apply consent and dissent accordingly.

Refused consent for upload to local shared electronic record
Refused consent for upload to national shared electronic
Informed dissent for national audit

Confidential patient data

Conf data - patient not to see

Conf data - not to be reported

Conf data - staff not to see

Conf data - paramedics not see

Conf data - other Dr not see

Confidential data NOS

No consent for electronic record sharing

Declined consent for Primary Care Trust to review patient record
Declined consent to share patient data with specified third party
Consent withdrawn to share patient data with specified third party
Personal risk assessment declined

Multi-professional risk assessment declined

Dissent from disclosure of personal confidential data by Health
and Social Care Information Centre

Dissent withdrawn from disclosure of personal confidential data
by Health and Social Care Information Centre

Gateway publication: 01128
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93C1.
93C3.
oM1..
9R1..
9R11.
9R12.
9R13.
9R14.
9R15.
9R1Z.
9Nd1.
9Nd9.
9NdH.
9NdJ.
90h8.

90h5.

9Nu4.

9Nu5.
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